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1 Overview
1.1 Benefits

u Easy Backup of
1. Microsoft Exchange Server 2000 / 2003
Microsoft SQL Server 7.0 / 2000
Lotus Domino/Notes 5.0 or above
Oracle 8i or above
MySQL 3.2.4 or above
Windows System State
Outlook and Outlook Express (i.e. *.pst, *.dbx and *.wab)
Important personal settings, e.g. Desktop, Favorite, My Documents and History etc
Other common files (e.g. *.doc, *.xIs)
Support of backing up only changes within a file (using in-file delta technology)
Support of backing up of open files on Windows XP/2003 (Volume Shadow Copy)
(New in 5.1.0.6) Support of backing up of Windows NTFS access privileges, Linux access privilege and
mode, Mac OS X metadata and resource forks
u Easy to use, deploy and maintain

©CONOOAWN-:

1.2 Features

] User configurable incremental / differential in-file delta backup mode (i.e. backing up only changes
within a file since last incremental backup (or last full backup) according to each user’s preferences)

u Allow in-file delta backup mode to be overridden by each user individually according to backup time
(e.g. enforcing full (or incremental or differential) backup of all files on every Sunday or the 1% day of

every month)

Single mail level exchange backup (brick level exchange backup)

Volume Shadow Copy backup (i.e. backing up files even when they are exclusively open, e.g.

Outlook.pst)

Bandwidth Throttling at backup account level (new) In-File Delta backup (i.e. backing up only changes

within files)

Off-line backup mode and logout backup reminder

Real time backup server replication allows backup server to be easily backup

Customizable backup schedule allows backup to be scheduled at any time

Compress and encrypt data automatically before sending them to the server (server stores only

encrypted data)

Increment backup strategy ensures that only new or updated files (or changes with last backup file) are

sent to backup server

u Support both full backup (database backup) and incremental backup (transaction log backup) for

Microsoft SQL Server 7.0/2000, Microsoft Exchange Server 2000/2003, Lotus Domino/Notes 5.0 and

Oracle 8i or above

Can integrate with external “Open File Manager” to provide open file backup support to all open files

Access backup data anytime, anywhere by using a browser

Comprehensive backup report lists all files being backup. Backup report will be delivered to user

automatically via email when each backup job completed.

u Backup data are CRC validated before they are stored on server.

] Fully user customizable data retention policy allows users to have access to deleted files using the
least possible storage space on server

u Select files to be backed up easily by using backup filter, e.g. selecting all *.doc and *.xls in your
computer in a single operation

] Run any custom OS commands before/after a backup job.

u Run on Windows, Mac OS X, Linux, NetWare, Unix and all other platforms supporting a Java2 Runtime
Environment.

| LiveUpdate allows patches to be deployed to hundreds of clients easily

u System activity report, showing all backup system information, will be delivered to system administrator
via email everyday.

u Complete set of external APIs allow system integration with external systems (e.g. billing/payment
system) to be done easily

u Periodic backup files validation on backup server ensures backup files are 100% valid and fully
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restorable when needed.

1.3 Security

128-bit point-to-point SSL communication between server and client

Support HTTP/HTTPS Proxy and Socks v4/v5 firewall

Data are 128-bit encrypted when stored on backup server

Choice of different encryption algorithms, e.g. Twofish, Triple DES, Advanced Encryption Standard

(AES)

Choice of different encryption modes, e.g. Electronic Cook Book (ECB) and Cipher Block Chaining

(CBC)

| An random initializing vector, salt and iteration count will be generated by the software automatically for
each file when encrypting your data

u Each backup user can restrict online access to his files to his pre-defined list of IP addresses

1.4 System Requirements

Server Software (SAFE™ OBS)

] Operating System:
1. Windows 2000 / XP / 2003 *
2. Linux kernel 2.2 or above ** (e.g. RedHat Linux 6.x or above, though the use of Linux kernel
2.6.9-34 or above is recommended)
3. Mac OS X 10.2 or above
4.  All other operating systems that supports Java2 Runtime Environment 1.4.1 or above
u Memory: 128MB (minimum), 512MB (recommended)
] Disk Space: 250MB
] Network Protocol: TCP/IP (http/https)

* The use of Windows 2000 WorkStation and XP Professional is only recommended for backup system with less
than 20 users. For 20 or more users, please use Windows 2000 or 2003 Server instead.

Client Software (SAFE™ OBM)

[ ] Operating System:
1. Windows 95/98 /ME / NT /2000 / XP / 2003
2. Linux kernel 2.2 or above ** (e.g. RedHat Linux 6.x or above, though the use of Linux kernel
2.6.9-34 or above is recommended)
Solaris 2.x or above
Mac OS X 10.2 or above
NetWare 5.1 or above
. All other operating systems that supports Java2 Runtime Environment 1.3.1 or above
] Memory: 128MB (minimum), 256MB (recommended)
] Disk Space: 100MB
] Network Protocol: TCP/IP (http/https)

o0k w

** Standard C++ libraries for backwards compatibility compiler (compat-libstdc++-x.x-y.y.y.y.i386.rpm) must be
installed if you are not using a Linux 2.2 kernel. These libraries are required to run all Java applications.
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2 SAFE™ OBM Configuration

Before you can start backing up data to the SAFE™ Offsite Backup Server, you need to install the SAFE™ Offsite
Backup Manager (SAFE™ OBM) onto your computer.

2.1 Installation

Please follow the instructions below to install SAFE™ OBM onto your computer.

i Click the one of the language links under the [Download Client Software] section

Welcome to site Backup Server - Microsoft Internet Explorer

Welcome to
Offsite Backup Server

Welcome to Offsite Backup Server, If vou are accessing Key Features:

this page using a weh browser, you have started up

+ F‘rm_ect business data Offsite Backup Server successfully, « Protect all desk_‘tops and
easily notebooks easily
acouceatdicad Backup Server Management * Support Windaws, Linux,
+ Etror-free Mac, Metare, Solaris
+ Save money and time 1. OBS System M ment Console - Allow + Support Exchange Server,
system administratar to manage the backup S0L Server, Dracle, Lotus
system (8.Q. server configuration and user Motes, MySaL
achL._mts manageme_ﬂt} + Suppoatt In-File delta
(Enalish, Czech, Danish, German, Spanish hackup and real time data
French, Icelandic, Italian, Japanese, Dutch, replication
Morwegian, Slovenian, Swedish, Simplified .
Chinese, Traditional Chinese) s capaindilisklc
+ Easy-to-use

Backup Client Management

Download Client Software - Download afm
install backup cient software

(Enalish, Czech, Danish, German, Spanish,
Erench, Icelandic, Italian, Japanese, Dutch,
Norwedian, Slovenian, Swedish, Simplified
Chinese, Traditional Chinese)

2. OBS User Configuration Console {(optional) -
Allow users to access their backup files and
settings through a web browser
(Enalish, Czech, Danish, German, Spanish
French, Icelandic, Italian, Japanese, Dutch,
Morwedian, Slovenian, Swedish, Simplified
Chinese, Traditional Chinese)

Documentation

. FAQs - Commaon guestions and answers

. Administrator's Guide - How to setup and run
Offsite Backup Server

3. User's Guide - How to use Online Backup

Manager

e

&l L

Or click the [Install Software] link available at the top of the [Online Backup Services Management
Console]
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ft Internet Explorer o | |m] ll

Fans | Help | Select Language

Logon orqot Password 7

User Login
-Easy to use -
L M g
- Fully Autarnated SRID LTS I
- Daily backup Password: I
- Save you time and
money Forgotten your password? Login

At a glance: Troubleshooting:

- Backup your data
automatically every
day

- Access your data
anywhere, anytime

- Retain all backup files,

i. Check to see if your "CAPS LOCK" is on.
Both the Login Name and Password are case
sensitive.

i. If you have forgotten your passward, you
can use the Forgot Password Page to

even those that have retrieve your password,

been deleted iii. Please checle if vour system clock is correct,
- Backup your data to Cookies may function incorrectly if your

our secure data center systern clock is incorrect,

- Fire? Earthquake?
Typhoon? Your data is
always safe

] [ e 4

ii. Select the operating system to which you want to install SAFE™ OBM

=101

WMy

soLaris

L'U print =

System Requirement

e Operating System : Windows 95 / 98 / ME / NT f 2000 / %P / 2003
s Memory @ 128 Mbytes
Disk Space : 100 Mbytes
MNetwork Protocol @ TCR/IP (Http/Https)
Additional Requirement: b
o Windows 95 - Please download and install Windows Socket 2 Update for
Windows 95 (w9SwsZsetup . exe)
o Windows NT f 2000 f P f 2003 - Please make sure you have logged onto
Windows using an account with administrative privileges

Download

Online Backup Manager - obm-win.exe

Get Started

1. Download the setup file (obrm-win.exe) above and run it

2. Follow the instructions on the installation wizard to complete installation d

iii.  Follow the instructions on the installation guide to complete SAFE™ OBM installation

Notes on Windows Installation

A quick launcher is now installed in the system tray (next to your system clock). To open SAFE™ OBM, just right
click the quick launcher icon % and choose [Open].

Stafford Associates Computer Specialists, Inc. Page 8 of 111
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Backup 4
Backup and Logoff L4
Backup and Restart 4
Backup and Shutdown  *

Help
Stop Eunning Backop  F

Exit

[P 1446

2.2 Upgrade

This section describes the software upgrade instructions required to upgrade SAFE™ OBM to the latest release.

Upgrade instructions of SAFE™ OBM on Windows

Download the latest installer (obm-win.exe) from the web installation guide and install it over existing installation
of SAFE™ OBM. It will upgrade the SAFE™ OBM to the latest version.

=101 %]

| Select your Operation System
™ : -
oy “_‘ i&, N soLaris

L["U Installation Guide - OBM - Windows

System Requirement

e Operating System : Windows 95 f 92 f ME f NT f 2000 / %P f 2003
o Memaory : 128 Mbytes

» Disk Space : 100 Mbytes

L]

L]

MNetwork Protocol @ TCR/IP (Hitp/Https)
Additional Requirement:
o Windows 95 - Please download and install Windows Socket 2 Update for
Windows 95 (w3Sws2setup.exea)
o Windows NT f 2000 f %P f 2003 - Please make sure you have logged onto
Windows using an account with administrative privileges

Download

Online Backup Manager - ohm-win.exe

Get Started

1. Download the setup file (obm-win.exe) above and run it

2. Follow the instructions on the installation wizard to complete installation ;I

Notes:
You will only be prompted to reboot your computer if certain files are locked and cannot be overwritten during
the upgrade.

Upgrade instructions of SAFE™ OBM on Netware

a. Download the latest release bundle (obm-netware.zip) from the web installation guide.

Stafford Associates Computer Specialists, Inc. Page 9 of 111
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i
Ay solaris
Print —
Installation Guide - OBM - NetWare
e Operating System : Movell Met\Ware 5.1 or above
e« Memory : 1228 Mbytes
» Disk Space : 100 Mbytes
e Metwork Protocol @ TCR/IP (Http/Https) —
e Additional Requirement:
< Movell WM 1.3.% or above for NetWare must be installed already
Online Backup Manager - ocbhm-netware.zip
Get Started
1. Download the setup file {obm-netware.zip) above
2. Expandthe zip file to SYS:N\OBM
2. Open OBM by running SYS:\0BM\bin\BackupManager.ncf _|

b. Backup existing installation by renaming SYS:\OBM to SYS:\OBM.bak
C. Restarting backup scheduler by running SYS:\OBM\bin\Scheduler.ncf

d.  You can then open SAFE™ OBM by running SYS:\OBM\bin\BackupManager.ncf

Upgrade instructions of SAFE™ OBM on Mac OS X

a. Download the latest release bundle (obm-mac.zip) from the web installation guide.

Stafford Associates Computer Specialists, Inc. Page 10 of 111
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=10l

| Select your Operation System
By Sy
L7 soLaris
‘! Print =
Mac Installation Guide - OBM - Mac 0S8 X

System Requirement

Operating System @ Mac OS5 ¥ v10.x
Memory @ 128 Mbvtes
Disk Space : 20 Mbytes
Metwork Protocol @ TCR/IP (Http/Https)
Additional Requirement:
o Apple lava? Standard Edition 1.3.% or above must be installed already

Download

Online Backup Manager - obm-mac.zip

Get Started

1. Download the setup file (obm-mac.zip) above

2. Expand the archive and run the installation wizard [OBM] within the archive

3. Follow the instructions on the installation wizard to complete installation

b.  Expand the zip archive and run the SAFE™ OBM installer inside the archive

Upgrade instructions of SAFE™ OBM on Linux

a. Download the latest release bundle (obm-linux.tar.gz) from the web installation guide

Stafford Associates Computer Specialists, Inc. Page 11 of 111
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s

Print

A Installation Guide - OBM - Linux
-

System Requirement

e Operating System : Linux Kernel 2.2 or above (e.g. Redhat 6.0 or above)
Mernary : 128 Mbytes

Disk Space : 100 Mbytes

MNetwaork Protocol @ TCPFIP (Http/Https)

Additional Requirernent:

@ The Standard C++ libraries for backwards compatibility compiler (compat-
libstdc++-x.%-y.y.y .y i386.rpm) are reguired to run Online Backup Manager
correctly. If it is not installed already, please download and install this library
from your Linux vendor.

Download

Online Backup Manager - pbrm-linux tar.gz

Get Started - X Window Mode

1. Download the setup file (obm-linug tar.gz) above and run it

2. Setthe OBM_HOME environment variable (directory to where Online Backup ﬂ

L A oy W PRI | P

b.  Stop running backup scheduler by running

# touch $OBM_HOME/ipc/Scheduler/stop

C. Backup existing installation by renaming $OBM_HOME (default directory is /usr/local/obm) to
$OBM_HOME.bak

# mv /usr/local/obm /usr/local/obm.bak

d.  Expand the new client software to $OBM_HOME

# cd $OBM_HOME
# tar xvfz obm-linux.tar.gz

e.  Start backup scheduler by running $OBM_HOME\bin\Scheduler.sh

f. You can then open SAFE™ OBM by running $OBM_HOME\bin\BackupManager.sh

Upgrade instructions of SAFE™ OBM on Sun Solaris

a. Download the latest release bundle (obm-solaris.tar.gz) from the web installation guide

Stafford Associates Computer Specialists, Inc. Page 12 of 111
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I")‘ \\ll‘('
Ay solLaris
Print =
Wy

w * Installation Guide - OBM - Solaris

soLaris

e Operating System : Sun Solaris 2.5 or above
« Memaory @ 128 Mhytes

e Disk Space : 100 Mbytes

» Metwork Protocol @ TCP/IP (Http/HEtps)

Download

OBM - Online Backup Manager (obm-solaris tar.gz)

Get Started - X Window Mode

1. Download the setup file (obm-solaris tar.gz) above and run it

2. Setthe OBM_HOME environment variable (directory to where Online Backup
Manager is to be installed)

export OBM_HOME=/usrflocalfobm

2. Setthe 1aAvA_HOME environment variable (directory where J25SE Java Runtime Ll

b.  Stop running backup scheduler by running

# touch $OBM_HOME/ipc/Scheduler/stop

C. Backup existing installation by renaming $OBM_HOME (default directory is /usr/local/obm) to
$OBM_HOME.bak

# mv /usr/local/obm /usr/local/obm.bak

d. Expand the new client software to $O0BM_HOME

# cd $OBM_HOME
# tar xvfz obm-linux.tar.gz

e.  Start backup scheduler by running $OBM_HOME\bin\Scheduler.sh

f. You can then open SAFE™ OBM by running $OBM_HOME\bin\BackupManager.sh

2.3 Un-installation

This section describes the steps required to uninstall SAFE™ OBM from your computer.

Uninstallation instructions of SAFE™ OBM on Windows

a. Open [Start] -> [Control Panel] -> [Add/Remove Programs]

b.  Select [SAFE™ OBM] from the list and press the [Remove] button

Uninstallation instructions of SAFE™ OBM on Netware

a.  Stop running backup scheduler by running

Stafford Associates Computer Specialists, Inc. Page 13 of 111
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SYS:\> touch SYS:\OBM\ipc\Scheduler\stop
b. Remove all program files by removing the directory SYS:\OBM

C. Remove all backup settings by removing the directory SYS:\.OBM

Uninstallation instructions of SAFE™ OBM on Mac OS X

a. Stop running backup scheduler by running

# SystemStarter SAFE™ OBM stop

b. Remove all program files by removing /Applications/OBM

# rm —rf /Applications/OBM

c. Remove all backup setting by removing ~/.obm

# rm —rf ~/.obm

d. Remove backup scheduler service from system startup by
/System/Library/Startupltems/SAFE™OBM

# rm —rf /System/Library/Startupltems/SAFE™ OBM

Uninstallation instructions of SAFE™ OBM on Linux

a. Stop running backup scheduler by running

# touch $OBM_HOME/ipc/Scheduler/stop

b. Remove all program files by removing $OBM_HOME

# rm —rf $OBM_HOME

c. Remove all backup setting by removing ~/.obm

# rm —rf ~/.obm

Uninstallation instructions of SAFE™ OBM on Sun Solaris

a. Stop running backup scheduler by running

# touch $OBM_HOME/ipc/Scheduler/stop

b. Remove all program files by removing $OBM_HOME

# rm —rf $OBM_HOME

C. Remove all backup setting by removing ~/.obm

# rm —rf ~/.obm

2.4 AutoStartup on Linux

Please follow the instructions below to make SAFE™ OBM scheduler auto startup upon computer restart.

i Copy the startup script of SAFE™ OBM scheduler (obm-scheduler) to Linux startup script directory
(/etc/rc.d/init.d)

Stafford Associates Computer Specialists, Inc. Page 14 of 111



IS

4

B SAFE™ - Stafford Associates File Ensure
User’s Guide

STAFFORD ASSOCIATES FILE ENSURE

Vi.

[root]# cp $0BM_HOME/bin/obm-scheduler /etc/rc.d/init.d

Open /etc/rc.d/init.d/obm-scheduler with VI editor and make changes to the OBM_HOME
environment variable export statement (i.e. export OBM_HOME=/usr/local/obm) if OBM_HOME is
not /usr/local/obm

Register the obm-scheduler startup script as system service by

[root]# chkconfig --add obm-scheduler

To startup SAFE™ OBM scheduler, please run

[root]# service obm-scheduler start

(optional) To shutdown SAFE™ OBM scheduler, please run

[root]# service obm-scheduler stop

Setup completed
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Using SAFE™ OBM

This chapter will describe all features available in SAFE™ OBM and outline how you can use the features of SAFE™
OBM to meet various backup needs.

3.1 System Tray Launcher

After you have successfully installed SAFE™ OBM to your computer, an OBM icon will be added to the system tray
area (next to your system clock) automatically.

Backup 4
Backup and Logoff L4
Backop and Festart 4
Backop and Shutdown

Help

Exit

Nz

14:46

This icon is the entry point to SAFE™ OBM. Right clicking the icon will show a menu that provides the following

functions:

Menu Item

What it does

Open

Run SAFE™ OBM

Backup

Run the backup set (or all backup sets) chosen in the sub-menu in
background

Backup and Logoff

Run the backup set (or all backup sets) chosen in the sub-menu in
background and logoff from Windows

Backup and Restart

Run the backup set (or all backup sets) chosen in the sub-menu in
background and restart Windows

Backup and Shutdown

Run the backup set (or all backup sets) chosen in the sub-menu in
background and shutdown this computer

Help

Show a help dialog

Stop running backup

Interrupt the running backup set (or all backup sets) chosen in the sub-
menu

Exit

Close this system tray launcher application

Stafford Associates Computer Specialists, Inc.
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3.2 Logon Dialog

Before you can use SAFE™ OBM, you have to be authenticated by the SAFE™ Offsite Backup Server. The logon
dialog shown below will check if you have the right to access SAFE™ OBM by submitting the username and
password you provided to the backup server.

=101 %]

Login MNarme: Idemu
| Passward: I*”**

~Langvage
IEninsh LI

~Backup Server

" http + https

Address: WWW.DECKUD-DFDVidEF.CDml

rFroxr Setting
" Proxy " Bocks ¥ Mone
Frma Address: I Fart:
Userharme: I
Fassyword: |
oK | Cancel Options ==

Flease logaon to Online Backup Manader.

For secure communication, you can choose to communicate with the SAFE™ Offsite Backup Server in SSL (Secure
Socket Layer) by selecting the [https] option.

The [Address] field shows the SAFE™ Offsite Backup Server to which SAFE™ OBM will connect to authenticate
your username and password. You can use either a resolvable host name (e.g. backup.your-domain.com) or an IP
address (e.g. 192.168.1.1).

If the SAFE™ Offsite Backup Server is not accepting connection from the standard ports (Port 80 and 443 for http
and https respectively), you can append a semi-colon “:” and your custom port number to the host name of the
[Address] field (e.g. www.backup-provider.com:8080) to connect to the server using the custom port number
(port 8080 in this case).

If you need to connect to the server through proxy, just enter your proxy setting in the [Proxy Setting] section.
For [SOCKS] proxy, both v4 and v5 without user authentication are supported.

Stafford Associates Computer Specialists, Inc. Page 17 of 111
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3.3 User Profile

After the backup server authenticates you successfully, SAFE™ OBM main window appears. You can then use
SAFE™ OBM to update your user profile.

. ] 9
Backup Set Backup Restore Tools Wiew
Save Setting | » StartBackup = Stop Backup
4 Backup Cantraller Qf User Profile
£ User.PrUﬂIe rUserInformation
E-[d1 FileBackupSet-1
@ Backup Source Login Mame: demo
fi Backup Schedule _
) Backup Filter FPasswaord: T Change
[™ command Line Tool Display Name: Demonstration Account  Change
(5 setting PR
S Encryption )
%, In-File Delta rAccount Infarmation
&g Local Copy Quota: an
Time Zone: [GMT+08:00 (<T) v |
rContact
Idemu@yuur—cumpany.cum j
Contact Mame: Demonstration Account
Email Address: demo@vour-campany.cam
Add Remaove | Froperties |
@ Backup | € Restore | [a1] Log|
|We|come to Online Backup Manager! |Quota {(Remaining ! Totaly: 500M ! 500M |Last Backup: 2005-06-28 14:51

You can perform the following update to your user profile.

To change your [Password], press the [Change] button next to the password field. A Change Password dialog will
appear. Enter your original password and new password into the text field of this dialog and press [OK].

01 Password:

!
New Pagzword: I
!

Confirm HNew Password:

0K | Cancel |

To change your [Display Name], press the [Change] button next to the display name field. A Change Display
Name dialog will appear. Enter the new display name and press [OK].

Display Name: IDemD Account

0]:4 | Cancel |

To change your [Time Zone], just select your time zone from the drop down list next to the time zone entry.

To add a new contact email to this account, press the [Add] button in the [Contact] section. A [Add New Contact]
dialog will appear. Enter a name and an email address in the text field provided and then press the [OK] button.
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Caontact Mame: |

Email Address: I
(0]:4 | Cancel |

To remove a contact email, select the email that is to be removed from the email list and press the [Remove]
button. Press [OK] to confirm the removal.

To update a contact email, select the email that is to be updated from the email list and press the [Properties]
button. A [Update Contact Property] dialog will appear. After you have made the changes that you want, press the

[OK] button.

Contact Name: IDemD Accounﬂ

Email Address: Idemo@your—company.com

0K | Canrcel |

3.4 Backup Logs

All backup activities are logged to backup activity log files. They are available for reviewing from SAFE™ OBM.

How to review backup activities?

You can review all your backup jobs by

i Select the [Log] tab available at the bottom of SAFE™ OBM

ii. Select the Backup Job you want to review on the [Log Controller] panel

Backup Set

Backup Restore Tools

Wiew

1o x|

Save Sefting ‘

Log Contraller

Log Table (2005-08-28-14-52-25.log)

FileBackupSet-1

Tyne |

Log

Time

&

SEBELLBLLHBLLHOLLEHBEHY

Start

Start running pre-comrands

Finished running pre-commands

Reading backup source from hard disk...
Downloading server file list..

Downloading server file list.. Completed
Reading backup source from hard digk... ...
Getting all files which have heen added...
Getting all files which have been added
Getting all files which have been updated..

Getting all files which have been updated.....

Getting all files which have been deleted

Getting all files which have been deleted... ..

Getling all files which have heen moved...
Getting all files which have heen moved... ..
Total Mew Files = 353

Total Updated Files=10

Total Deleted Files=10

Tatal Moved Files =0

[Mewy File] Uploading 100% of 'C\Docume...
[Mew File] Uploading 100% of ‘CADocume...

[Mew File] Uplaading 100% of ‘G0 0cume
[heswe Filal Hinlnading 100% af T i0acime

[2005/06/28 14:52:26]
[2005/06/28 14:52:26]
[2005/06/28 14:52:26]
[2005/06/28 14:52:26]
[2005/06/28 14:52:26]
[2005/06528 14:52:27]
[2005/06/28 14:52:28]
[2005/06/28 14:52:28]
[2005/06/28 14:52:28]
[2005/06/28 14:52:28]
[2005/06/28 14:52:28]
[2005/06/28 14:52:29]
[2005/06/28 14:52:29]
[2005/06/28 14:52:29]
[2005/06/28 14:562:29]
[2005/06528 14:52:249]
[2005/06/28 14:52:29]
[2005/06/28 14:52:29]
[2005/06/28 14:52:29]
[2005/06/28 14:52:31]
[2005/06/28 14:52:31]
[2005/06/28 14:52:31]
[PNNAMAI?E 14-7A7311

-

@ Backupl & Restore Lngl

|We|cnme to Online Backup Manager!

|@uota (Remaining i Total): 5000/ S00M |Last Backup: 2005-06-28 1451
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4 Setting up a backup set

A backup set contains all backup settings of a backup operation. This section will describe all features available
within a backup set and explain how you can use each of them to achieve various tasks.

Each backup account can have multiple backup sets. Each backup set is an individual and independent entity. For
example, if you want one directory to be backed up during the day and another directory to be backed up during
the night, you can create two backup sets, each with a different backup schedule and backup source, to serve this

need.

4.1 Backup S

et Type

A backup set can be of one of the following types:

Backup Type

Description

File

Backup set type to backup common files/directories

Microsoft SQL Server

Backup set type to backup Microsoft SQL Server 7.0/2000

Oracle Database Server

Backup set type to backup Oracle 8i/9i database

Lotus Domino/Notes

Backup set type to backup Lotus Domino/Notes

Microsoft Exchange Server

Backup set type to backup Microsoft Exchange Server 2000 / 2003

MySQL

Backup set type to backup MySQL Server

Backup set type is defined at backup set creation and cannot be modified.

type, you have to create

another backup set.

Backup Set Backup Restore Tools View

I [

If you want to change the backup set

Save Setting | » Start Backup ® Stop Backup

& Backup Controller Fad

Backup Set- FileBackupSet1

Uger Profila

@ Backup Source

[y Backup Schedule
2 Backup Filter

[ comrmand Line Tool
(2§ setting

&) Encryption

In-File Delta

&5 Lacal Copy

Backup Set
Kame: FileBackupSet-1
Type:  File Backup
HNetwork Resources Auth
Domain:
User Name
Password:

on for Windo

Froperies |

[¥ Run scheduled backup on this computer

Log Table FileBackupSet-1)

Type | Log

Time

| @ Backup | € Restare [ Loa|

‘Welcome to Online Backup Manager!

|Quota (Remaining ! Total): 500M /5000 |Last Backup: 2005-08-28 14:51

4.2 Backup Source

A backup source defines the files/directories that are to be included in a backup set. There are two types of
backup source: Selected and Deselected. Selected backup source defines files/directories that are to be included in

Stafford Associates Computer Specialists, Inc.
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a backup set while deselected backup source defines files/directories that are to be excluded from a backup set.
Online Backup Manager will generate appropriate backup source setting for you automatically when you make
your backup source selection on SAFE™ OBM.

From the [Standard] node available at the top of the [Backup Source] tree, you can easily select the following
common folders to be backed up:

1. “My Documents” folder

2. “Outlook” and “Outlook Express” mail store folder
3. “Favorites” folder

4. “Desktop” folder

From the [Options] node available below the [Standard] node, you can easily select other common folders to be
backed up as well. They include the “Application Data” folder, the “Start Menu” folder, the “Templates” folder, the
“All Users’ Documents” folder, the “Temporary Internet Files” folder, the “Cookies” folder, the “Font” folder, the
“History” folder, the “Applications Data” folder, the “Nethood” folder, the “Printhood” folder, the “Recent” folder
and the “Send to” folder.

.In sAFE Online Backup Manager

Backup Set Backup Restore Tools View Help
5| save setting P Start Backup [l
ia» Backup Gontroller [Tal {5 Backup Source (Home)
2 User Profile = [ Standard ~
= |G Office 15 #/9sci (CaDocuments and Settingsischerring. chongidy Docurments)
{if5 Backup Source ¥ [5] Outlaak (CADocuments and Seftingsischering. chongiLocal Settings\application DataMicrosomioutionk)
(S Backup Schedule ] 4) Outlook Express
44 Backup Filter [] 57 Favorites
=1 Cammand Line Tool 1 (EF s
1 setting = [ options
i Encryption [ 1 Application Data
fiiy Retention Policy 10 TR8E ] shigs
5] Extra Backup [ Templates
(¢ In-File Delta [ 1 caDocuments and Settings\all Users\Documents
=4 Local Copy [ C3 cabocurments and Setingsischerring.chongiLocal SettingsiTernporary Internet Files
= |@ Home [1[C1] CADocuments and Settingsischerring.chongiCookies
5 Eackup Source [ 1 CuWwNDOWSIF ants —5
[ Back iule 3 cabocuments and Settingsischerring.chonmlocal Settings\History
{H- Backup Filter [0 CADocuments and Settingsischerring.chongiLocal Settings\Application Data
E Command Line Tool ] ChaDocuments and Settingsischerring. changiMetHood
] setting O C3 cabocurments and Setingsischerting.chongiPrintHood
i": Encryption ] CADocuments and Settingsischerring.chongiRecent
\I—.J Retention Policy 11 CADocuments and Settingsischerring. changSendTa
5] Extra Backup = HEER
[ In-Fila Delta [ 3 5 BRERE (A)
=4 Local Copy [ s WiNHP (G2}
1) P SR -~
Log Table (Horme) a4
Type | Log Time
&> Backup &} Restore | |@ Log
Welcarme to Ahsay Online Backup Manager! Quota (Remaining f Total): 187G F10G Last Backup: 2006-06-09 13:30

The checkbox next to the files/directories shown above can be in one of the following mode:

Mode | Description
[# | All files/directories (recursively) under this directory will be backed up

[¥ | Al files/directories (recursively), except those explicitly excluded, under this directory will
be backed up. If you add files/directories to this directory in the future, they will be
backed up as well.

[T | only the checked files/directories under this directory will be backed up. If you add
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files/directories to this directory in the future, they will NOT be backed up.
[T | Nothing under this directory will be backed up.

4.3 Backup Schedule

A backup schedule defines the frequency and the time backup will run automatically.

~lojx|

Backup Set Backup Restore Tools  Wiew

Save Setting | b Start Backup ® Stop Backup |

& Backup Contraller # | Backup Schedule (FilsBackupSet1)
(€7 User Profile

=39 FileBackupSet1
Backup Source

Mame IBackupEEhEduIE-1

[F command Line Tool | [ Backup
Files

T
~-[B In-File Delta W
&5 Local Copy " Daily i+ Vieekly ~ Monthly " Custom
[ MEEGLEackupSet1
[#-[&] OracleBackupSet-1 ~Day

- [F MSExchangeBackupSet1 | Backup on the following day(s) eveny week:

- LotusBackupSet1
Sundal Monda Tuesda Wednesda
- (va] MySALBackupSet-1 - ¥ N ¥ - ¥ - ¥

I~ Thursday [~ Friday ¥ Saturday

J Froperties |
~Start

Start Time thtemrm: |21 vl:luu vl 7
- [ e |

& Stop on completion (Full Backup)

(" Stop after| hiaurEy
| & Backup | Restorel Ly L oK Cancel

[welcame to Online Backup Manager TG T meep: 2006-06-28 14:51

Backup schedule can be in one of the following types:

Type Description

Daily Backup jobs will run everyday
Weekly | Backup jobs will run on the specified day(s) of every week

Monthly| Backup jobs will run on the specified day or on a day with a given criteria (e.g. first
weekend, last weekday) of every month

Custom | Backup job will run once on any particular date

For each type of schedule above, backup will run at scheduled time for a maximum of the duration specified (or
until all data are backed up if [Stop on backup completion] option is chosen). If a backup job does not finish within
the maximum duration specified, it will be interrupted.

Please note that you can have more than one schedule within a backup set. For example, you can have a daily
backup schedule that runs at 13:00 at noon and another daily backup schedule that runs at 00:00 at midnight.
The combination of both of these schedules effectively creates a backup schedule that runs daily at 00:00 and
13:00 everyday.

4.4 In-File Delta

Please refer to the in-file delta section for more information on this topic.
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4.5 Backup Filter

A backup filter defines the file selection rules that allow user to easily include/exclude files into/from the backup
set by applying user defined criteria(s) to the file names or directory names.

There are some basic rules regarding backup filters:

i Filters are checked in creation order. Once inclusion/exclusion has been identified, the remaining
filters won't be checked.

ii. Inclusion/Exclusion made by filter always takes precedence over backup source selections

iii. I all filters do not apply to a particular file, this file is then checked for inclusion/exclusion backup
source selections

: m— (ol x|
Backup Set Backup Restore Tools  Wiew
Gave Settinn | v Start Raclon m Ston Backin |
— ™ p Filter x|
> Backup Ct
— [Filter-1]
(¢35 User Profil ;
- 30 FileBac TopDrcecmry:l ﬂ
Browse |
Apply To
[v File I~ Directory
~Pattern Matching |
Type: + Text = Regular Expression
™ starts weith % containg € ends with
Pattern: dd
Eemaove J
Froperties |
~Filter Mode
& Include matehed " Exclude matched &
[ exclude all others g |
OK | Cangel |
| T
& Backup @ Restorel Logl
|We|come to Online Backup Ma... |Qu0ta (Remaining ¥ Totaly; 500mM [ 5000 |Last Backup: 2005-06-28 14.51

Key

Description

Name

The name of a filter

Top Directory

The top directory to which this filter is applied. Filtering rules will be applied to
all files and/or directories under this directory.

Apply To

Define whether to apply the filtering rule to files and/or directories

Pattern Matching |It defines the filtering rules of a filter. A filtering rule can be of one of the

following types:

[Start With] Include/Exclude all files/directories with name starting
with a certain pattern.
For example: You can use B* to match all files with
name starting with a ‘B’ character

[Contain] Include/Exclude all files/directories with name
containing a certain pattern.
For example: You can use *B* to match all files with
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name containing with a ‘B’ character

[End With] Include/Exclude all files/directories with name ending
with a certain pattern.
For example: You can use *.doc to match all files with
name ending with ‘.doc’ (all Word documents)

[Regular Expression] Include/Exclude all files/directories with name matching
a regular expression.

Filter Mode Defines whether you want to include or exclude matched files into/from the
backup set. Also, for those unmatched files, you can choose to exclude (if
include filter type) or include (if exclude filter type) them into/from the backup
set.

Example 1:
If you want to backup only Word, Excel and PowerPoint documents in your document directory (e.g. C:\My

Documents), you should setup your backup filter as follows.

Top Directory = C:\My Documents
Apply To = File (true)
Matching Type = End With
Matching Patterns = *.doc, *.xIs, *.ppt
Filter Mode = Include

Exclude all others = True

Example 2:
If you want to backup all files, excluding all *.exe, *.dll and *.tmp, in C:\Applications, you should setup your

backup filter as follows.

Top Directory = C:\Applications
Apply To = File (true)
Matching Type = End With
Matching Patterns = *.exe,*.dll, *.tmp
Filter Mode = Exclude

Include all others = True

Example 3:

If you have made your selection of files (all under C:\) from the backup source setting but you want exclude all
images (e.g. *.jpg and *.gif) from your selection, you should setup your backup filter as follows.

Top Directory =C:\

Apply To = File (true)
Matching Type = End With
Matching Patterns = *.jpg, *.gif
Filter Mode = Exclude
Include all others = false

Please note that the [Include all others] setting is not enabled because you don’t want to include all other files
(NOT *.jpg, *.gif) under C:\ into the backup set.

Example 4: (advanced)

If you want to include everything, except the “log” directory, under C:\Applications into a backup set, you should
setup your backup filter as follows.

Top Directory = C:\Applications
Apply To Directory (true)
Matching Type Regular Expression

Matching Patterns ~Nog$
Filter Mode = Exclude
Include all others = True

Example 5: (advanced)
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If you want to include all directories named “log” from the backup set files with file nhame starting with “B” and
ending with “*.doc” under C:\My Documents into the backup set, you can use a regular expression of
“~B.*\.doc$” to do your selection. The filter backup can then be setup as follows.

Top Directory = C:\My Documents
Apply To = File (true)
Matching Type Regular Expression
Matching Patterns = ~B.*\.doc$

Filter Mode = Include

Exclude all others = True

4.6 Pre/Post-Backup Command

The command line tool feature has two major components, the [Pre-Backup] command and the [Post-Backup]
command. You can use the [Pre-Backup] or [Post-Backup] commands to run any native OS (operating system)
commands before or after running a backup job.

— ol x|
Backup Set Backup Restore Tools  View
[ Save Setting | P Start Backup m Stop Backup |
@ Backup Controller @ﬁ E Command Line Tool (FileBackupSet-1)
H_} User Profile Rt
-3 FileBackupSet-1
i {1 Backup Source
Mo existing Comrmand Line Tool -
[igy Backup Schedule I g _I
#B Cormmand:
Eﬁ‘é ‘Working Directony:
£ Encryption up Command Line Tonl X
* In-File Delta
Local Copy Mame: IPost—backup Cormand-1
4] M550 BackupSet- CamEL I
OracleBackupSet-1
-[# MSExchangeBack. Working Directory: I Browse |
(-] LotusBackupSet-1
- (1 MyS QLB ackupSet- o | CariEl |
Add | Rernoye | Froperties |
Log Tahle {FileBackupSet-1) o
Type | Log | Time
& Backup I & Heslurel Lugl
‘Welcometo Online Backup Manager! ‘Quota (Remaining f Total): S00M 7 500M |Last Backup: 2005-06-28 14:51

Both [Pre-Backup] and [Post-Backup] commands comprise of the following parameters:

Key Description
Name Name of this Command
Command The command to be run

(e.g. C:\My Documents\Application.exe or C:\My Documents\BatchJob.bat)

Working Directory |The directory at which this command will run

The backup set type affects the time at which [Pre-Backup] and [Post-Backup] commands run. The following table
outlines when [Pre-Backup] and [Post-Backup] commands will run in different types of backup set.

Backup Set Type When Pre-Backup Commands run? (When Post-Commands run?
File Before uploading backup files After uploading all backup files
Non-File Backup Sets |Before spooling backup files to After spooling backup files to
(e.g. Microsoft SQL  |temporary directory temporary directory (i.e. before
Server) the first backup file is uploaded)

Note: You should never backup an application while it is running as this can result in inconsistent and unusable
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files getting backed up. Please use the Pre-Backup Command feature to shutdown your application before running
a backup job and use the Post-Backup Command feature to restart your application after the backup job has
completed.

4.7 Encryption

Before your files are sent to the SAFE™ Offsite Backup Server, the files will be compressed and encrypted by your

choice of encrypting algorithm, mode and key. The following table explains all encryption parameters available
within a backup set.

Note:

Encryption settings are set at backup set creation time and cannot be modified. You need to create a new backup
set if you want to change your encryption settings for a backup set.

B Orline o =10l x|
Backup Set Backup Restore Tools Wiew
Save Setting | » Start Backup B Stop Backup
@ Backup Controller @ﬁ é Encryption (FileBackupSet-1)
User.ProﬂIe e ———
[=]-[cH] FileBackupSet-1
P& Backup Source Algarithm AES
i Backup Schedule Mode: CcBC
2] Backup Filter :
™ Command Line Tool Encrypting Key.
¥ MaskEncrepting Key
(€3] MS50LBackupSet-1
-] OracleBackupSet-1
[#] MSExchangeBackupSet-1
@] LotusBackupSet-1
[via] MyEQALBackupSet1
Log Table (FileBackupSet-1) &
Type | Log Time
& Backup | & Hestorel Logl
Wielcome ta Cnline Backup Manager! |Quota {Remaining f Total): S00M f 500M |Last Backup: 2005-06-28 14:51

Parameter Description

Encryption Algorithm |It defines the encrypting algorithm used to encrypt your backup files.
There are three encryption algorithms available:

[AES] Advanced Encryption Standard algorithm
[DESede] Triple DES algorithm
[Twofish] Twofish algorithm

We recommend the use of AES as it has been chosen as the encryption
standard for commercial use. Please refer to references on Cryptography
for more information on this area.

Encryption Mode It defines the encrypting mode used to encrypt your backup files. There
are two encryption modes available:

[ECB] Electronic Cook Book Mode
[CBC] Cipher Block Chaining Mode

We recommend the use of CBC mode as it offers better security. Please
refer to references on Cryptography for more information on this area.
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Encrypting Key The key used to encrypt all files within a backup set. Please write it
down and keep it in a safe place. If the key is lost, you will not be
able to recover your files from the encrypted backup files.

4.8 Retention Policy

During backup, if SAFE™ OBM finds out that you have deleted a file (or updated a file) on your computer, it will
put the corresponding deleted (or updated) file already backed up on the backup server into a retention area. The
retention policy setting defines how long files inside the retention area will be kept on the backup server before
they are deleted automatically from the server.

Retention policy will only affect “retained” file (i.e. files that have already been deleted or updated on your
computer and thus are moved to the retention area of the backup server). For those files that have not been
updated on your computer, the backup of these files is kept in the data area on the backup server and won'’t be
affected by the setting of retention policy. These backup files of unchanged files will stay on the backup server
forever until the original files are removed (or updated) from your computer.

Standard Retention Policy

The [Standard] retention policy allows you to delete retained files automatically after a user defined number of
days or after a user defined number of backup jobs. To change the retention policy setting of any backup set,
please select the [Retention Policy] node on the left panel. You can then make changes to your retention policy
under the [Retention Policy] section. After you have made your changes, just press the [Save Setting] button on
the toolbar.

Lt SAFE Online Backup Manager

Backup Set Backup Restore Tools View Help
|5 5ave Setting | P Start Backup [l

\o» Backup Cantroller ,'-x fiy Retertion Palicy (Office)

=2 User Profile
Lé- g ot (@ Keep deleted file(s) for |90 ~| [Days v
L

[{5 Backup Source ) Advanced
[ Backup Schedule

4 Backup Filter
51 Command Line Tool
[ setting
() Encryption
ﬁ' Retention Policy
5 Extra Backup
(" In-File Delta
=4 Local Copy

; Home

Log Table (Office) =
Type | Log Time

& Backup &) Restore | (@ Log

Welcame to Ahsay Online Backup Manager! Quota (Remaining ! Totaly: 1.87G 710G  Last Backup: 2006-06-10 01:53
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Advanced Retention Policy

Bn

SAFE Online Backup Manager

Backup et Backup Restore Tools View Help
5| save Setting | P Start Backup [l

oy Backup Cortroller

(A |y Retention Palicy (Ofice)

[£2 User Profile

= [ offce
[{f5 Backup Source
[ Backup Schedule
4t Backup Filter
[E]ommand Line Tool

O Keep deleted file

() Advanced

Remove retention files for overlap policy

(s) for

[ Setting

‘2 Encryption (R

ntion Po

S Edra Backup
[ In-File Delta

=l Local Copy
@ Home

Retention Policy-

1 (Type: Daily)

[ Add H Remove ” Properties ]
Log Table (Office) 7
Type | Log | Time |

& Backup ‘@ Restore | (g Log

‘Welcome to Ahsay Online Backup Manager!

GQuota (Remaining f Totaly: 1.87G /710G | Last Backup: 2006-06-1001:53

The [Advanced] retention policy allows you to config

ure a more flexible retention policy. It allows you to keep a

set of snapshots of all backup files based on the time of the backup jobs. For example, you can configure the
advanced retention policy to keep the following sets of backup files to mimic the retention policy back from the old

days when you were still doing tape rotations:

¢ All files available within the last 7 days

€ All files available on the last 4 Sundays within the last 28 days

& All files available on the 1% day of each month within the last 3 months
& All files available on the 1% day of each quarter within the last 12 months
& All files available on the 1% day of each year within the last 7 years

To do so, you need to setup your advanced retention policy as follows:

Type = Quarterly; Frequency = Day 1 of Jan, Apr, Jul, Oct; Number of copy to keep = 4

€ Type = Daily; Number of copy to keep =7

€ Type = Weekly; Frequency = Sunday; Number of copy to keep = 4
4 Type = Monthly; Frequency = Day 1; Number of copy to keep = 3
.

L 2

Type = Yearly; Frequency = Date 01-01; Number of copy to keep = 7

Assuming today is 17-Jan-2006, if [Remove retention files for overlap policy] is NOT enabled, a total of 25
snapshots (7+4+3+4+7, provided you have run backup daily for more than 7 years already) will be kept on the
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server accordingly, i.e.:

* Daily: 10-Jan-2006, 11-Jan-2006, 12-Jan-2006, 13-Jan-2006, 14-Jan-2006, 15-Jan-2006, 16Jan-2006
Weekly: 24-Dec-2005, 31-Dec-2005, 7-Jan-2006, 14-Jan-2006
Monthly: 1-Nov-2005, 1-Dec-2005, 1-Jan-2006

Quarterly: 1-Jan-2005, 1-Apr-2005, 1-Jul-2005, 1-Oct-2005

* & o o

Yearly: 1-Jan-2004, 1-Jan-2003, 1-Jan-2002, 1-Jan-2001, 1-Jan-2000, 1-Jan-1999

If [Remove retention files for overlap policy] is enabled, only the following snapshots are kept:
* Daily: 14-Jan-2006, 15-Jan-2006, 16-Jan-2006

Weekly: 7-Jan-2006

Monthly: 1-Nov-2005, 1-Dec-2005, 1-Jan-2006

Quarterly: 1-Jan-2005, 1-Apr-2005, 1-Jul-2005, 1-Oct-2005

* & o o

Yearly: 1-Jan-2004, 1-Jan-2003, 1-Jan-2002, 1-Jan-2001, 1-Jan-2000, 1-Jan-1999

The weekly policy overrides the daily policy so the snapshots of 10-Jan-2006, 11-Jan-2006, 12-Jan-2006 and 13-
Jan-2006 are removed. The monthly policy overrides the weekly policy so the snapshots of 24-Dec-2005, 31-Dec-
2005 and 7-Jan-2006 are removed as well. The same applies to the quarterly and yearly policy but because there
is no other overlapping of the dates above, the snapshots of dates specified by the monthly, quarterly and yearly
policy remains the same.

4.9 Extra Backup (Off-line backup, Logout Reminder)

Off-line backup is basically designed for notebook users who are off-line most of the time and cannot rely on
backup schedule to backup regularly. The "Backup Interval" allows notebook users to specify the interval that they
would like their data to backup. If this interval has elapsed, backup will run automatically once this machine is
online. The "Off-line Notification Day" setting is the number of days after the off-line backup interval when the
backup server will send email notification to the client to remind him to run an off-line backup.

4.10 Network Mapped Drive

If you need to backup a network-mapped drive on Windows (it will only work in Windows NT/2000/XP/2003), you
must enter your Windows domain, username and password into the [Network Resources Authentication for
Windows] section as shown below. It is required because scheduled backups will always run under the context of
windows LocalSystem account (which does not have the privilege required to access network resources) by default.
SAFE™ OBM needs to collect your Windows username, password and domain name to authenticate itself to the
windows domain controller to acquire the required access privileges to the network files which are to be backed up.
If you don’t supply a username and password, SAFE™ OBM will have problem accessing network resources in its
scheduled backup jobs.
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If you need to backup network mapped drive in scheduled backup, please do this:

i Select the backup set from the left panel and press the [Properties] button

Backup Set Backup Restore To

ols  Wiew

[&] Save Setting | » StartBackup B Stop Backup

fﬁi Backup Source

fiy Backup Schedule
#{ Backup Filter

] command Line Tool
5 setting

& Encryption

. In-File Delta

&5 Lacal Copy

@‘ Backup Controller @( Backup Set- FileBackupSet-1
u ~Backnp Set

Hame: FileBackupSet-1
Type: File Backup

Network Resources Auth inn for Windo:
Damain:
Uszer Mame:

Pasgword:

Froperties

¥ Run scheduled backup on this computer

Log Tahle (FileBackupSet-1)

Tvpe | Log

Time

| @ Backup I & Restnrel Lugl

|We\c0me to Online Backup Manager!

‘Quuta (Remaining § Total): 5000 [ 500M |Last Backup: 2005-06-28 14:51

ii. Enter your Windows domain, username and password into the dialog shown below

Name: IFHeElackupSet—1

Type: File Backup

Network Resonrces Auth

ion for Windo

Domain Iwindows-domain

User Name: IdBmD-USBI’

Password: IM

OK | Caneel

iii. Press the [Save Setting] button on the toolbar

The steps above apply only to computers running in a Windows domain. If you don’t have a windows domain with
your network and you are using a workgroup or using a NetWare server instead, please use the “net use”
command to authenticate the running backup process against the computer hosting the mapped drive. Otherwise,

you will get “Access Denied” error from

the backup report.

For example, if you want to backup \\SERVER\SHARE that is located on a NetWare server (or another computer is
a windows workgroup) and you are getting "Network drive is not accessible" error message, please try adding the

following command as a [Pre-backup co

net use \\SERVER\SHARE [PASSWORD] /USER:[DOMAIN | MACHINE_NAME]J\[USERNAME]

E.g.

mmand]
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C:\> net use \\Netware\Data password /USER:peter
C:\> net use \\WorkgroupComputerl\Data password /USER:WorkgroupComputerl\peter

This will authenticate the current process with the NetWare server (or another computer is a windows workgroup).
Backup will then be allowed to run correctly.

4.11 Local Copy

If you want to save an extra copy of backup data on your local disk (in addition to a copy of backup data stored
on the backup server) to minimize file-restoring time and/or to provide an extra safety precaution, you can do the

following:

Vi.

Vii.

Open SAFE™ OBM from the System Tray (see previous sections for details)
Setup your backup set (see previous sections for details)

Select [Local Copy] under your backup set from the left panel

i [=] 3]
Backup Set Backup Restore Tools View
Save Sefting | » StartBackup m Siop Eackup
& Backup Controller @ | & Local Copy (FileBackupSet1)
User Profile
E1-[3 FileBackupSet1
P51 Backup Source Gl
i Backup Schedule
] Barkup Filler fciLocaiBackup Change |
[ command Line Tool
L setting ~Zip
& Encryption Zip copied file(s)?
[ In-File Delta
H " @« Yes ( MNo
(G me Al Eaipget1
[&] OracleBackupSet-1
[#1MSExchangeBackupSet1
11 LotusBackupSet-1
- (Ha] WtyS QL BackupSet1
Log Table (FileBackupSet-1) &7
Type | Log Tirne
& Backup I @- Resturel Lugl
|WE|[IEIFHE to Online Backup Manager! ‘Qunla (Remaining i Total): 500M / 500M |Last Backup: 2005-06-28 1 4:51

Check the [Copy to Local Hard Disk] checkbox

Enter a directory to where you want an extra copy of your backup files to be stored in the [Copy to]
field provided (preferably a directory under another hard disk)

(Optional) Select the [Yes] radio button if you want to store your backup files in compressed form
to conserve free space usage

An extra copy of backup will be saved in the [Copy to] directory when you run your backup job
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-3l x|
Backup Set Backup Restore Tools Wiew
Sawe Sefting | b StartBackup m Siop Backup |
@ Backup Controller @F Backup Set- FileBackupSet-1
User Profile s ﬂ
Mame: FileBackupSet-1
Backup Source ’VT”M it Dot ‘ |
Backup Schedule
Lo Tahle (FileBackupSet-1) &

Command Line Tool Tyne Log Time

Downloading server file list.. Completed [2005/06/28 16:59.08] ﬂ
Reading backup source from hard digk.. Completed [2005/08/28 16:59:09]

[Local Copy] Start running lacal hackup [2005/08/28 16:53:09]

[Local Capy] Reading local backup files from hard disk, [2006i06/28 16:58:08]

L&y Lacal Copy

7 ([ MESALBackupSet1
#--(9] OracleBackupSet-1

#-([#] M3ExchangeBackupSet-1
7 @] LotusBackupSet-1

i[5 MyS OLBackupSet-1

[Local Copy] Reading local backup files from hard disk.. Completed
[Local Copy] Getting all files which have been added.. Completed
[Local Copy] Getting all files which have been updated... Completed
[Local Copy] Getting all files which have been deleted... Completed
[Local Copy] Getting all files which have been moved... Cormpletad
[Local Copy] Total Mew Files =3

[Local Copy] Total Updated Files=0

[Local Copy] Total Deleted Files =0

[Local Copy] Total Moved Files =0

[Local Copy] [New File] Copying 'CACONFIG.SYS to 'CLocalBackup
[Local Copy] [New File] Copying 'Chdellima'to "ClLocalBackuptC_td..
[Local Copyl [New File] Copying ‘Cidrnetimg’ to ‘CilocalBackuplC.

[2005/06/28 16:58:08]
[2005/06/28 16:59.08]
[2005/06/28 16:59.08]
(20050628 16:53:08]
[2005/06/28 16:53:08]
[2005/06/28 16:58.09]
[2005/06/28 16:59.08]
[2005/06/28 16:59.08]
[2005/06/28 16:53:08]
[2005/06/28 16:58:08]
[2005/06/28 16:59.08]
[2005/06/28 16:59:10]

[Local Copy] Finish running local backup
Getting all files which have been added

riattinn all filac which hava haan addad  Camnlatad

(20050628 16:55:10]
[2005/06/28 16:58:10]
[PNANRMA 1RE0111

JHEEBEEEEEEEEBBEEY

| @ Backup | il Resmra' Log

‘Eackup Completed Successfully

|Gunla (Remaining f Tatal): 5000/ 500M |LaatEankup 2005-06-28 14:51

If you want to make local copy to a directory located on a NetWare server (or another computer is a windows
workgroup) and you are getting "Network drive is not accessible” error message, please try adding the following
command as a [Pre-backup command]

net use \\SERVER\SHARE [PASSWORD] /USER:[DOMAIN | MACHINE_NAME]\[USERNAME]
E.Q.

C:\> net use \\Netware\Data password /USER:peter
C:\> net use \\WorkgroupComputer1\Data password /USER:WorkgroupComputerl\peter

This will authenticate the current process with the NetWare server (or another computer is a windows workgroup).
Backup will then be allowed to run correctly.

How to restore “Local Copy” files

“Local copy” files are stored in the [Copy to] directory (under [Local Copy] setting) in encoded filenames (A
“.nozip” extension is appended to all filenames if [Zip] setting is not enabled. A “.zip” extension is appended to all
filenames if [Zip] is enabled). To restore backup files back to their original filenames (and to their original contents
if [Zip] is enabled), please do the following:
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i Choose [Tools] -> [Unzip Local Copy]

-3 x|
Backup Set Backup Restore | Tools Wiew
Save Sefting | P Start Backu) [ RUEDR y
@' Decrypt Files Wiz i
& Backup Contraller = - kupSet-1
(43 User Profile ~Backup Set
= Mame: FileBackupSet-1
i Backup Source T Flle Eea
fih Backup Schedule Ll g
[} Backup Filter Wetwork Resources Authentication for Windo:
[ command Line Tool Darmain:
(Zf setting User Mame:
& Encryption Password
' In-File Delta
&5 Local Copy Propeties |
MESSaLBackupSet1
[+ CracleBackupSet1 ¥ Run scheduled backup on this computer
- [# MSExchangeBackupSet-1
-] LotusBackupSet-1
- (Ha) WyS QL BackupSet-1
0g Table (FileBackupSet1) &7
Tyne | Log Time |
@ stant [2005/06/28 16:59:07) ﬂ
@ Start running pre-commands [2005/06/28 18:59:07]
@ Finizhed running pre-commands [2005/06/28 16:59:07]
(3}  Downloading server file list [2005/06/28 16:59:071 ﬂ
@ Backup I & Restorel Log|
|Backup Completed Successfully |Quota (Remaining / Totaly: S00M/ 500M |Last Backup: 2005-06-28 14:51

ii. Select the required [Backup Set] from the drop down list

Backop Set: IFﬂeBackupSet—l LI
~Source Directory

IC:\Loca]Backup Change |

rDestination Directary

|- Restore Change |

[2005-06-28 22:25:22] Start
[2005-06-28 22:25:22] Copying ' \LocalBackophC_MCONFIG ST zip' to D\ RestoredC_CONFIG BYR

[2005-06-28 22:25:23] Copying C M LocalBackophz_irvnet img zip' o D \EestoredC_Mrvnet img’
[2005-06-26 22:25:22] Completed Successfully

Clos Start | Siop

iii.  Fill in the [Source Directory] (directory where “Local Copy” files are stored) and [Destination
Directory] (directory to where you want “Local Copy” files to be restored)

iv. Completed
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4.12 Multiple Computers using one backup account

If you want to backup multiple computers using a single backup account, you need to create different backup sets
to backup each individual computer. Also, for each installed copy of SAFE™ OBM, you must configure SAFE™ OBM
so that it only runs scheduled backup for its intended backup sets on its computer. If this is not being setup
properly, scheduled backup job of the same backup set from different computers will both be started. This will
result in lots of checksum errors and files being deleted on the backup server.

To allow multiple computers to be backed up under a single backup account, you are required to do the following
for each computer that has been installed with SAFE™ OBM under the same backup account:

i Logon to one of the computers that has been installed with SAFE™ OBM under the same backup
account

ii.  Open SAFE™ OBM and select a backup set that is not intended to run on this computer from the
left panel

iii.  Uncheck the [Run scheduled backup on this computer] checkbox on the right panel

fn Online B -1ol x|
Eackup Set Backup Restore Tools Wiew
Save Setting | » StartBackup m Stop Backup |
& Backup Cantroller il Backup Set- FileBackupSet-1
User Profile e
E‘ Mame: FileBackupSet-1
ST Type: File Backu
-y Backup Schedule e P
iff Backup Filter Wetwork Resoumes Auth jon for Windo:
= Gommand Line Tool Damain:
(2 setting User Marne:
&) Encryption Pagsword:
Y In-File Delta
éLnEal Capy Froperties
(£ MS5QLBackupSet1
[&] OracleBackupSet-1 ¥ Run scheduled backup on this computer
[#] MSExchangeBackupSet1
(@] LotusBackupSet-1
- (] MySQLBackupSet1
Log Tahle (FileBackupSet-1) &7
Type | Log Time |
& Start [2005/06/28 18:59:07] i’
@ Start running pre-commands [2009/06/28 16:59:07]
@ Finizshed running pre-commands [2005/06/28 16:59:07]
(i) Downloading serverfile list.. 120046728 16:69:071 LI
& Backup I o Restnrel Lngl
|Eackup Completed Successfully |Quuta (Remaining ! Totaly: 900K ¢ 500K |LastBackup: 2005-06-28 14:51

iv. Repeat the previous step for the rest of all backup sets that are not intended to run on this
computer

V. Repeat step ii to step iv for each computer that has been installed with SAFE* OBM under the
same backup account

IMPORTANT If you want to backup an extra computer using the same backup account some time later (this
implies that you need to create an additional backup set under this backup account for the new computer), please
make sure to repeat the procedure above (unchecking the [Run scheduled backup on this computer] checkbox for
the added backup set) for each computer

4.13 Transfer Block Size

Transfer block size defines the block size SAFE™ OBM will use to transfer your backup blocks. Generally, backup
job using a larger block size would have a better performance, as there will be less roundtrip involved in
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connection initialization.

However, some firewalls or proxy servers may block out-going network traffic (HTTP/HTTPS POST method) with
large block size for security reasons. If you are in a network with this type of restriction, please lower the transfer
size value and try again.

To change the transfer block size of any backup set, please select the [Setting] node on the left panel to invoke
the [Setting] panel on the right. You can then make changes to the [Transfer Block Size]. After you have made
your changes, just press the [Save Setting] button on the toolbar.

: ] =1ol x|
Backup Set Backup Restore Tools “iew
Save Saffing | » StartBackup m Ston Backin |
& Backup Cantroller #* | setting (FileBackupSet-1)
E.ﬁ UseFr.::'rBDﬂli e  Retention Palicy
ileBackupSet
1 Backup Source Keep deleted filafs) for IQEI 4| IDaysLI
figh Backup Schedule
-] Backup Filter rTransfer Block Size
-Eand Line Toal |128k 'l Bis
& Encrition ~Symbolic Link
[3 Irn-File Delta - rTTE
& Local Copy ollow symbalic link?
(B MSSaLBackupSet-1 = Yes (" No
(& OracleBackupSet1
(] MSExchangeBackupSet-1
1] LotusBackupSet-1
- [Ha] MyS QLB ackupSet-1
Log Table (FileBackupSet-1) &7
Type | Log Time
@ Backup | & Restorel Logl
|We|cume to Online Backup hanager! |Quuta (Remaining / Total): 5006 7 5000 |Last Backup: 2005-06-28 14:51

4.14 Temporary directory

If you are running a file backup job with in-file delta enabled or a database type backup job, temporary files will
be generated by the backup job and directory that will be used to store all these files are defined by [Setting] ->
[Temporary directory for storing backup files]. Please set this to a non-system disk partition that has enough free
space to avoid problems.

You can set the [Temporary directory for storing backup files] to a network mapped drive. If you choose to do this,
please use a UNC path (e.g. \\SERVER\SHARE) or don’t forget to configure the [Backup Set] -> [Network
Resources Authentication for Windows] setting.

To conserve the use of disk space, you can use the [Remove temporary files after backup] option to delete the
temporary files automatically after a backup job has finished.
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2 SAFE Online Backup Manager

Backup Set Backup Restore Tools View Help
=] save Setting P Start Backup [l

& Backup Contraller (2% |1 setting (Office)
B
(-2 User Profile ~Ternporary directory for stoting backup files———
= @ Office
5 Backup Source | FiTernp | [ Browse
S Backup Schedule
L Remove temparary files after hacku
il Backup Filter ] [PRet B

Cornmand Line Tool
tting r Transfer Block Size

5 Encryption 266k W | Byt
[~ - ES
tiy Retention Policy -

=] Extra Backup
[ In-File Delta

=4 Lacal Copy
(@ Horne

wolume Shadow Copy Mindows 2003 & XP)
Enable Yolume Shadow Copy

GEves (O MNo

Log Tahle (Office) =4
Type | Log

Time

& Backup | &) Restore | (@) Log

wiielcome to Ahsay Online Backup Manager! Quota (Remaining f Totaly: 451.4M 710G |Last Backup: 2006-06-10 13:20

4.15 Follow Symbolic Link (Linux/Unix/Mac only)

Under Unix/Linux, users can use symbolic link to create a simple link to a directory from another directory. This
setting defines whether you want SAFE™ OBM to traverse any symbolic links encountered on your backup path.

To change the transfer block size of any backup set, please select the [Setting] node on the left panel to invoke
the [Setting] panel on the right. You can then make changes to the [Follow Symbolic Link]. After you have made
your changes, just press the [Save Setting] button on the toolbar.

Stafford Associates Computer Specialists, Inc. Page 36 of 111



r
L . e —' o

- bod, A - User’s Guide

\! ~ : fo 9 ™ SAFE™ - Stafford Associates File Ensure
L A Al
STAFFORD ASSOCIATES FILE ENSURE

-|Of x|
Backup Set Backup Restore Tools Wiew
Save Setting | » StartBackup m Stop Backup |
& Backup Controller # |§ setting (FileBackupSet1)
UseFr.::‘rgﬂ\ek o Retention Policy
ileBackupSet
[Fa Backup Source Keep deleted file(s) far IQD LI IDa\rsLI
[ Backup Schedule
-2 Backup Filter ~Transfer Block Size
-gmand Line Tool 128K 'l Byes
) Encrywtion ~Symbalic Link
4y In-File Delta N
é Local Copy Fallow symbalic link?
(G MS5QLBackupSet-1 * Yes (" Mo
(&l OracleBackupSet-1
[#]1MSExchangeBackupSet-1
(@] LotusBackupSet-1
(] MySQLBackupSet-1
Log Table (FileBackupSet-1) 7
Type | Log Time
& Backup I & Restore| Lugl
|welcome to Online Backup Manager! |Quata (Remaining / Tatal): S00M/ 500M |Last Backup: 2005-06-28 14:51

4.16 Microsoft Volume Shadow Copy (VSS)

Microsoft Volume Shadow Copy Service (VSS) allow you to backup files that are exclusively opened. Without VSS,
you will get the error message “The process cannot access the file because another process has locked a portion of
the file” if you are trying to backup a file that is exclusively opened (e.g. Outlook PST file).

Please note that VSS is only available on Windows XP / 2003 and you must have administrative privileges to start
the VSS service on a computer.

If you are running Windows 2003, please install the Windows 2003 VSS hot fix available in
http://support.microsoft.com/default.aspx?scid=kb;en-us;887827 before running VSS.

If you are running into problem with running VSS on Windows XP, Microsoft's recommendation is to try re-

registering the Volume Shadow Copy Service again. Simply run the script [SAFE™OBM Home]\bin\RegisterVSS.bat
to do so.

For more information, please take a look at the following page for a technical introduction to Volume Shadow Copy
Services (VSS):

http://technet2.microsoft.com/windowsserver/en/library/2b0d2457-b7d8-42c3-b6c9-59¢145b7765f1033.mspx
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5 Backing up files

This chapter describes how files are backed up by the SAFE™ OBM to the backup server

5.1 How files are backed up

The diagram below describes how SAFE™ OBM backup your files.

Backup Operations:

1. Collect all files which are new or have
been updated since last backup

2. Each of these files is zipped,
encrypted and securely backup to
SaFE Backup Server through
Secure Socket Layer (SSL)

SAFE
Backup Server

Authentication
parmeters &
Zipped & encrypted fles Zipped &
Raw Encrypted aresentin3SL  Encrypted
File File File

1 Ahsay Directony

SAFE Backup Manager can be configured All users'files are encrypted by a

to start automatically every night. All user wiorld first class 128-bit encryption

files creatediupdated during the day will algorithrmwith a user defined encrypting
then be backed upto backup server on the key. File content is meaningless ta
same night without any user intervention. evaryane except user itsalf.

Run backup at scheduled time automatically

Once you set your backup scheduled, a backup job will be started automatically to perform backup operation for
you at your absence. You can have backup running at your scheduled time as often as you want (e.g. twice a day
or hourly during office hour) without requiring doing any extra work.

Incremental Backup

Unchanged files are already backed up to server and need not to be backed up again. SAFE™ OBM will pick the
new or updated files from your backup set files and upload only these files to the server. It significantly reduces
the time required to perform the backup operation since most users update less than 5% of their total data each
day.

Compress and encrypt data automatically

Data are compressed and encrypted before they are uploaded to the server. Not only does it reduce the storage
space to keep you backup files, it also ensures the privacy of your data.

File Retention Policy

The built-in file retention policy allows you to access multiple versions of the same file or even deleted files from
your backup set. Backup files are put into a retention area before they are removed from the server. If you want
to get back a deleted file (or you want to get back the previous versions of an updated files) within the retention
period, these files will always be available in the retention area. This feature is particularly useful when you have
accidentally deleted a file or incorrectly updated a file within the file retention period (file retention period is user
customizable).
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5.2 Backup files directly to the backup server
You can backup your data to the SAFE™ Offsite Backup Server by following instructions below.
i. Open SAFE™ OBM

ii. Right click SAFE™ OBM icon available in the system tray and choose [Open]

a. Create a backup set

b. From the Menu, Choose [Backup Set] -> [New] -> [File Backup Set]

=13l x|
Remave » Lotus Backop Set
Save Setting M3 Exchange Backup Set ile:
Fxit M3 B0L Server Backup St AEiE
T 2 MyS0L Backup Set
@ Backi Oracle Database Backup Set W ERmE
G Backer F TS ch
- #] Backup Filter S ange
-] Command Line Toal Display Name: Demonstration Account  Change
- Setting —_—
B Encryption )
[, In-File Delta ~Account Information
- dg Local Copy Quata: 500M
Tirne Zone: | GMT+08:00 (HKT) vl
[ Contact
Idemn@ynur—cnmpany corm j
Contact Mame: Demonstration Account
Email Address: demoi@your-company.com
Add Remave | Froperties |
@ packup | & Restore | (1] Log |
|iwelcame to Online Backup Manager! |auata (Remaining J Tatal): 5001/ 500M |Last Backup: 2005-06-28 1451

C. Enter a name for your backup set

~Backup Set

Flease type a name for this Backup Set.

Mame: [FileBackupSet-1
Type: File Backup

Cancel | = Freyious
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d. Select the files/directories you want to backup

Add new File Backup Set x|

~Backup Source

Flease selectfiles arfand directories to be backed up.

- 33 Standard

¥ =] Favorites

M [H] Desktop
[ My Documents
E [ Options

= 5§ My Camputer

-0 08 3% Floppy (&)
[ % Data (T3

7 e Win2003 {0
e win2000 (£
e Temp (F)
- [T DWD-R Drrive (G

Cancel | = Previous Mext =

e. Set the backup schedule (Note: You can have more than one schedule in a backup set)

~Backup Schedule

Please schedule the backup time.

Add Remave | Propeties |

Cancel | = Previous | Mext = |

f. Set the encryption algorithm, encryption mode and encrypting key for this backup set
(Hint: For the sake of simplicity, just select the [Default] radio button (your encrypting key is
set to be the same as your backup account password)
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~Encryption Setting
Please setup the encryption setting of the Backup Set.

 Default {Use Login Password as Encrypting Key)

[ Do MOT use encryption.

Algorithim: IAES vl

Mode:
f* CEC (Cipher Block Chaining)

~ ECE (Electronic CookBook)

Encrypting Key: |

Confirm Encrypting Key: I

Cancel | = Previous Mext =

ili.  Run Backup

a. Select the backup set you want to run on the left panel and press the [Start Backup] button
(») on the toolbar

b.  Select [Off-site Backup Server] to start backing up your files to the SAFE™ Offsite Backup
Server.

= Local Hard Disk (Seed Load Ltility)

Start the backup for [FileBackupSet-1] ?

QK | Cancel |

Note:

1. You can have more than one backup set in backup account.

2. Please write the encrypting key down on paper and keep it in a safe place. If you lost your encrypting key is
lost, you will not be able to restore your backup files.

5.3 Backup files to removable hard disk (seed loading)

If you have a lot of data (e.g. 300GB) to backup to the backup server, it would take a considerable amount of
time to perform the first full backup through the Internet. If you run into this problem, you can use the Seed
Loading Utility to backup your backup set to local hard disk (instead of directly to the backup server) and then
transport the backup data, using removable hard disk, to the offsite backup server. The administrator can then
load all your backup files from your removable hard disk into your backup account. This could then save you days
(even weeks) of performing your first full backup. Since subsequent backup will be incremental backup (only new
or updated files will be uploaded to the server), you should have no problems finishing backing up all files
afterwards.

To perform seeding loading, please do the following:

i Open SAFE™ OBM from the System Tray (see previous sections for details)
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ii. Setup your backup set (see previous sections for details)

iii. Select the backup set you want to run on the left panel and press the [Start Backup] button (»)
on the toolbar

iv. Select [Local Hard Disk (Seed Load Utility)] to start backing up your files to local hard disk and
press the [OK] button

¢~ Local Hard Disk (Seed Load Uiility)

Startthe backup for [FileBackupSet-1] 7

OK | Cancel |

v. Enter a directory where you want all backup files to be stored in the [Destination Directory] field
and press the [Start] button.

Please make sure you have enough free space in the directory specified. If you are going to
transport a removable hard disk to the offsite backup server, please enter a directory under your
removable hard disk here.

Backup Set.  FileBackupSet-1

Backup Type: File

Cestination Directary

IE\SEEd-Lnadmg-D\recmW Browse

Start Gtop,

vi. You should get the message “Backup Completed Successfully” as shown below after all backup
files are spooled to the directory you specified.

.En Backup to and THility) x|

Backup Set  FileBackupSet-1
Backup Type: File

"D tination Directary

IE\Seeu-Loaumg-D\racmw Browse ‘

Collecting all files in this backup set.. Completed ;I
Total Files =35

[1/5] Processed 'CIAUTOEXEC.BAT

[2/5] Processed 'Cibootini'

[2/5] Processed 'Cidellimg’

[4/5] Frocessed 'Cidrnetimg’

[5/5] Frocessed 'Cidrnet2 img"

Start running post-commands

Finished running post-commands

Backup Completed Successiully ~

Pracessed: 3.1M (3206764 byte ) Start Stop)

vii. Transport the data specified in the [Destination Directory] field to the offsite backup server
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6 Restoring files

This chapter describes different ways files can be restored from to the backup server

It is important to write down your encrypting key and keep it in a safe place because

there will be no way to restore your backup files if you lose your encrypting key.

6.1 Restore backup fil

es directly from backup server

You can use either SAFE™ OBM or the web restorer to restore backup files from the backup server.

Using SAFE™ OBM

You can restore your data from the backup server by following instructions below.

i Open SAFE™ OBM from the System Tray (see previous sections for details)

ii. Select the [Restore] tab at the bottom part of SAFE™ OBM

i =] 5]
Backup Set Backup Restore Tools Wiew
Save Setting | » Restore Files |
& Log Contraller 51 Restore Source (FileBackupSet-1)

FileBackupSet-1

S0l BackupSet 1
OracleBackupSet1
[#1MSExchangeBackupSet1
@] LotusBackupSet-1

oo [HE] MyS QL BackupSet-1

(= Show files afterJob IZUUS-UE-ZBUESQ:U?)LI " Show all fileg
= ackup Server 2

TETCESTMOMET Z003-T2-13 1317 Size: 32)
[# [] dellimg (Las! Modified: 2004-04-26 19:21 Size: 1M)
[ [ drmetimg (Last Modified: 2004-04-27 16:23 Size: 854k

& Backup @ Restore I Logl

|Eackup Completed Successully

|Quata (Remaining £ Tataly: S00M / 500M |Last Backup: 2005-06-28 14:51

iii.  Select the backup set from which you would like files to be restored from the left panel

iv. Select the snapshot of your backup files that you would like to restore from the backup server by

using [Show files after J

ob] drop down list

V. Select the files that you would like to restore and press the [Restore Files] button on the toolbar
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5] il

Backup Set: FileBackupiet-1 (FILE)

~Restore files 1o

- : Birois: |

[

Estimated Total Restore Time:
Estimated Restore Time:
Saving File Ta:

Restoring Speed

Close Start | Htop

vi. Use the [Browse] button to select the directory to where you want files to be restored (or simply
select [Original location] to restore files to their original path)

vii.  Files will be restored automatically as shown below (a file won’t be downloaded from the backup
server again if an identical file exists on local path already)

Backup Set: FileBackupfet-1 (FILE)

~Restore files to
£+ Origingd location

[ I Browse |

[2005-06-28 21:57:01] Start

[2005-06-28 21:57:01] Downloading restore fils list

[2005-06-28 21:57:01] Downloading ... Chdrenetimg' (Total 854k birtes)
[2005-06-28 21:57:02] CMirvnetimg' (854k byrtes) downloaded
[2005-06-28 21:57:02] Downloading ... Thellimg’ (Total 1.4 bires)
[2005-06-28 21:57:03] C:Mellimg' (1.4M bytes) downloaded
[2005-06-28 21:57:02] Same file TAZONFIG VS exdsts alread .
[2005-06-28 21:57:03] End

Estimated Total Restore Time: 0 sec (Total 2.2M bates - 2 20 bortes restored)
Estimated Festore Time: 0 sec (Total 1.37M bortes - 1 .37 bortes restored)

Saving File To: Cidell img
Restoring Speed: 1M bytesfsecond

Close Start | Siop
|End

Using the web interface

You can backup your data to the SAFE™ Offsite Backup Server by following instructions below.
i Logon to the SAFE™ Offsite Backup Server web interface

ii. From the top menu, click [File Explorer]
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Restore | Install Software

Profile | Backup Set | File Explorer | Report | Statistics

_[ox]
FAQs | Help | Select Lanquage
Logout

) Horme

Delete

= Backup Set
[T ) FileBackupSet-1
7 [ MSSQLBackupSet-1

Delete |

Size

Last Modified

Zipped [Ratio]

Mote: 1. This shows all backup sets available within this backup account,
Z. To restore backup files, please click the backup set link shown above to continue,
3. To delete a backup set, check the checkbox next to the backup set and press the [ Delete ]

button.

€l

[T = 4

iii.  Click the [Backup Set] link that contains the files that you want to restore

iv. Select the snapshot of your backup files that you would like to restore from the backup server by

using [Show files after Job] drop down list

Restore | Install Software

Profile | Backup Set | File Erplorer | Beport | Statistics

S laTk
FA0s | Help | Select Lanquage
Logout

=) Home = FileBackupSet-1 = £t

* Show files after Job I2DDS—DE*28 (16:55) 'l ~ Show all files { Show Jobs Yiew

Delete I Restore

Deletel Restore |

£ File f Directory Size Last Modified Zipped [Ratio]
E ..

v @ CONFIG.SYS a 2003-12-13 13:17 32 [0%]

v dellimg 1.4M 2004-04-26 19:21 14M [2%]

~ drvnetimg 1.4M 2004-04-27 16:23 854k [40%]

Note: 1.
[ Restore ] button,

[ Delete ] button,

This shows all files / directories within a backup job of a backup set,
2. To restore files/directories, check the checkbox next to the files/directories and press the

3. To delete files/directories, check the checkbox next to the files/directories and press the

]

[[T® 4

V. If you want to see all different versions all files (shown as gray below), just choose the [Show all

files] radio button on the [File Explorer] page.

Files, which are shown in gray and marked as deleted below, e.g. dell.img (delete), are being
stored in the retention area on the backup server but you can still restore these files from the

backup server.
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Restore | Install Software

Profile | Backup Set | File Explorer | Report | Statistics

=[5 ]
Fads | Help | Select Language
Logout

-

I3 Home = FileBackupSet-1 = iy

¢ Show files after Job IZDUS-UE-ZB [22:17) 'l @ Show all files {© Show Jobs Yiew

Delete Restore
=

[ Restore ] button,

[ Delete ] button.

File f Directory Gize Last Modified Zipped [Ratio]

= ..
m| CONFIG.STS 0 Z003-12-13 13:17 3z [0%]
- dellimg 1.4M 2005-06-29 12:47 14mM [2%]
m| dell.img (deleted) 1.4mM 2004-04-26 19:21 1.4M [2%]
- drynet.img 1.4M 2004-04-27 16:23 854k [40%]
Delete Restore I

Mote: 1. This shows all files / directories within a backup job of & backup set,
Z. To restore files/directories, check the checkbox next to the files/directories and press the

3. To delete files/directories, check the checkbox next to the files/directories and press the

]

[[Te® 4

vi. Select the files that you would like to restore and press the [Restore] button on the toolbar

vii. A dialog shown below would appear

Restore | Install Software

Profile | Backup Set | File Explorer | Report | Statistics

Il
FAaQs | Help | Select Language
Logout

Please wait ... while applet is downloading

Restore button below,

Please select the Java Virtual Machine you would like to use to restore vour backup files and press the

‘ Restare | < You should see a "Restore” button here

Troubleshooting:

= Back

i, Make sure you have clicked the "ves' button on the security warning dialog box. If you have
clicked the 'Mo' button already, please restart your browser and try again.

(]

[T = 4

a. Press the [Restore] button

b. Enter the directories to which backup files should be restored in the [Restore File to] textbox
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Restore files to: |:3\

Decrypting Key: I****

[2005-06-28 22:01:42] Start

[20046-06-28 22:01:43] Downloading restare file list ..
[2005-06-28 22:01:42] Same file 'CACOMFIG EYS' exists already.
[2005-06-28 22:01:42] Skipping ... 'CACONFIG.SYE'

[2005-06-28 22:01:44] 'Chdell.imag’ {1.4M bytes) downloaded
[2005 0g-28 22:01: 44] g5 1dNnet|mg (854k bytes) downloaded

Saving drvnetimg from 192 168.0.22

100%

Estimated Total Restore Time: 0 sec (Total 2.2M bytes - 2.2M hytes restared)

Estimated Restore Time: 0 =ec (Total 854k ytes - 854k ytes restored)
Saving File Tao: Chdrenetimg
Restoring Speed: 1M bytesizecond

Close | Stanl Stop |

c. Enter the encrypting key which will be used to decrypt your backup files upon restoring your
backup files

d. Press the [Start] button

6.2 Restore backup files from removable hard disk

If you want to restore lots of backup files from the backup server and you find it too slow to restore all your
backup files from the backup server through the internet. You can ask your backup services provider to send you
all your backup files in removable hard disk (or CD/DVD). However, all backup files stored on backup server are in
encrypted format. You need to decrypt them back to their original format before you can use them. To decrypt
your backup files from removable media, please do the followings:

i. Open SAFE™ OBM from the System Tray

ii. Select the [Tools] -> [Decrypt Files Wizard] from the menu
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=8| x|
Backup Set Backup Restore | Tools Wiew
Save Sefting | b Start Backu (73 Unzip Local Copy
@ Backup Contraller kupSet-1
Lser Profile ~Backap Set
ittt At
iy Backup Schedule o i
- fl' Backup Filter NWetwork Resources Auth ion for Windo
[ Command Line Taol Domain:
- Getting User Mame
- By Encryption Password:
[y In-File Delta
-5 Local Capy Properties |
[ MSSaLBackupSet-1
OracleBackupSet1 ¥ Run scheduled backup on this computer
([#] MSExchangeBackupSet-1
] LotusBackupSet-1
[vig] MySGLBackupSet-1
Log Tahle (FileBackupSet-13 &P
Type | Log Time |
@ Start [2005/06/28 16:59:07]

Start running pre-commands

Diownloading server file list.

Finished running pre-commands

@
@
@ Reading backup source from hard d
D

Downloading server file list.. Compl...

[2005/06/28 16:59:07]
[2005/06/28 16:59:07]
[2005/06528 16:59:07]
[2005/06/28 16:59:07]
[2005/06/28 16:59:08]

=

| & Backup I & Restnrel Logl

|Backup Completed Successfully

|Qumta (Remaining [ Tatal): 500M i 500M ‘Last Backup: 2005-06-28 14:51

iii.  Use the [Browse] button to locate the “files” directory (provided by your backup provider in
removable hard disk or DVD) which contains the backup files that you want to decrypt

~Full path to the [files] folder

Pleage enter the path to the [files] folder which contains the backup files that you want to decrypt.

Cancel |

= Rreyinus [ext =

iv. If you have more than one backup set under the “files” directory, select the [Backup Set] which

contains the backup files that you want to decrypt
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~Backup Set
Please slete the backup =t

% FileBackupdet-1
i M380LBackupet-1

Cancel | = Previous

Select the snapshot of your backup files that you would like to restore from the removable media

V.
by using [Show files after Job] drop down list
X
—Pleaze select the files that you want to decrpt
% Show files after Job ICurrent LI = Show all files
B & Backup Server rrent
B-O=ci 2005 6-28 (22 17:59)
E------FCONFI O3T2-1313:17 Size: 1K)
i D dellimg (LastModlﬂed 2005 06-2912:47 Size: 1h)
| D drvnetimg (Last Modified: 2004-04-27 16:23 Size: 856kK)
Cancel | = Previous | Mext = |
vi. If you want to see all different versions all files (shown as gray below), just choose the [Show all

files] radio button on the [Decrypt Files Wizard] dialog.

Files, which are shown in gray and marked as deleted below, e.g. dell.img (delete), are being
stored in the retention area on the removable media (but you can still restore these files).
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~Please select the files that won want to decrvpt

" Show files after Job ICurrent vl f* Show all files

= E Backup Server
[ER=Jox}

o[ [ COMFIG.SYS (Last Modified: 2003-12-13 13017 Size: 1K)
- D dell.img (Last Modified: 2005-06-29 12:47 Size: 1h)

O D dell.img i{Last Modified: 2004-04-26 13:21 Size: 1h)
| D drvnetimg (Last Modified: 2004-04-27 16:23 Size: 856k)

= Previous | Mext =

Enter the directories to which you want backup files to be restored in the [Decrypt Files to] section

Vii.
and enter the [Decrypting Key] (the same as the encrypting key of this backup set)

Backup Set: FileBackopdet-1 (FILE)
Diecrypt files to

|

Elapsed Time:
Current File Time:
Saving File To:

Decrypting Speed:
Cloze Start | Siop

viii. Press the [Start] button
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Backup Set: FileBackupfet-1 (FILE)
i Diecrypt files to

i+ Crriginal Incation

®|

Decrypting Key: I’”’

[2005-06-28 2221 :36] Start

[2005-06-28 22:21:38] Initislizing decrypt action
[2005-06-26 22:21:38] Decrypting . C\rvnet img'
[2005-06-28 22:21 48] Decrypted CAdrvnet ime’ (354K bytes)
[2005-06-26 22:21 48] Skipping . CACONFIG 878’
[2005-06-26 22:21:46] End

Elapsed Time:
Current File Time: 0 sec (Total 854k botes - 854k bytes decoypted)

B54% botes decrypted. 10 sec elapsed.

Saving File To:  C’rvnetimg
Diecrypting Speed: 85k bytestsecond

Close

2z

tartl Biop

6.3 Restrict restoring files by IP addresses

Online file restoring operation can be restricted by IP addresses. You can ask your backup provider to restrict
online file restoring for your backup sets by IP addresses to allow people from authorized IP addresses to restore
files from the backup server. To check if online file restore of any backup set is restricted this way, please take a
look at the web interface of SAFE™ OBS, [Online Backup Services Management Console] -> [Backup Set] ->

[Online Restore IP restriction] (shown below).

Users are not allowed to update the [Online Restore IP restriction] directly. Please ask your

provider to do the changes for you.

backup services

=01l
Restore | Install Software FAQs | Help | Select Language
Profile | Backup Set | File Explorer | Report | Statistics Logout
1. Name | [Add] |
Comrmand |
Working Directory |
[Help] Post-backup command
1. Name | [Add]
Command I

Directory |

] Online Restore IP restriction
1. only from 192.168.0.0 to 192.168.0.255

‘-"""—‘—'_—'—"""Uﬁ;gl Reset |
Key:
Name

Marne of the backup set

Backup Source
the backup set

Backup Schedule
Enable In-File Delta

Files/Directories that are to be included into or excluded from

Schedules when backup should be performed autormatically

Enable In-File Delta backup feature

]

[[[ e Z
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7 In-File Delta Technology

The chapter describes what in-file delta technology is and how in-file delta can be used to backup large database
files (e.g. a 10GB Outlook.pst file) without uploading the whole database file everyday.

7.1 Overview

In-file delta technology is an advanced data block matching algorithm which has the intelligence to pick up
changes (delta) of file content between two files when one of the files is not accessible and use the delta
information between two files to rebuild one file from the other. Using this algorithm, daily backing up of large file
(e.g. a 10GB Outlook.pst file) over low-speed internet connection is made possible because it requires only the
changes of information (should be marginal) since last backup (or last incremental backup) to be sent over a low-
speed internet connection to complete the backup of a large file (here we assume that the full backup of the file
has been saved on the backup server already).

This is what would happen to the backup of a 10GB Outlook.pst file when it is backed up by SAFE™ OBM with in-
file delta technology.

i The whole files (10GB), along with its checksum (128-bit) file, are backed up to the backup server.
This can be done directly through the internet or indirectly using the seed loading utility on a
removable hard disk.

ii.  When backup runs again later (normally the next day), SAFE™ OBM will download a checksum
listing of all data blocks of the full backup file (or last incremental backup file) from the backup
server and use it to pick up all changes that have been made to the current Outlook.pst file from
the first full backup.

iii. Changes detected are then saved in a delta file which is uploaded to the backup server. (This delta
file is assumed to be small because the content of all PST files doesn’t change lot of even after it
has been updated)

iv. Subsequent backups of this 10GB Outlook.pst file will go through step ii and step iii again. As
explained, only a small delta file will be uploaded to the backup server.

v.  With in-file delta technology, daily backing up of large file over low-speed internet connection is
now possible

Incremental in-file delta type

Example 1: If you are adding 200MB to Outlook.pst everyday, everyday after the first full backup job, SAFE™ OBM
will detect what has been added since last daily backup and upload only 200MB of delta file to the backup server
everyday. This will go on until Day 100 because it is the [Maximum number of delta] (default) allowed in this
backup set and the whole Outlook.pst file will be uploaded again. You can set the [Maximum number of delta]
setting to [Unlimited] if you don’t want to upload the full file again.

All delta files are generated with respect to changes made since the last incremental backup. This means that the
last full backup file and ALL incremental delta backup files are required to restore the latest snapshot of a backup
file.

The full backup file, its checksum file and all incremental delta files stored on the server are always stored in the
data area. This means that these files are not affected by the setting of the retention policy and will always be
kept on the backup server. This is done this way because all these files are required to get the latest snapshot of
the backup file and they should not be removed from the backup server by the retention area cleanup routine.

Differential in-file delta type

Example 1: If you are adding 200MB to 10GB Outlook.pst everyday, the first delta backup will upload a 200MB
delta file and the next delta backup will upload another 200MB delta file. This will go on until Day 50 when the
delta file required to be backed up reached 10GB. This delta file size (10GB) is now is 50% of the Outlook.pst that
is 20GB (remember that you have added 100MB to this file everyday). If the [Delta Ratio] is set to be 50%
(default), the whole Outlook.pst file will be uploaded again.
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Example 2: If you are adding 50MB to a 10GB Outlook.pst everyday, the first delta backup will upload a 50MB
delta file and the next delta backup will upload a 50MB delta file. This will go on until Day 100 because it is the

[Maximum number of delta] (default) allowed in this backup set and the whole Outlook.pst file will be uploaded
again.

All delta files are generated with respect to changes made since the last full backup file (i.e. differential backup).
This means that only last full backup file and the last delta file are required to restore the latest snapshot of a

backup file. This means that other intermediate delta files are only required if you want to restore other snapshots
of a backup file.

Differential in-file delta backup has the benefits that a corrupted delta file would only make one particular version

of a backup file non-recoverable and all other backups created by other delta files of the same file would still be
intact.

The full backup file, its checksum file and the last delta file uploaded (if more than one delta files have been
uploaded to the backup server) is always stored in the data area. This means that these files are not affected by
the setting of the retention policy and will always be kept on the backup server. This is done this way because all
these files are required to get the latest snapshot of the backup file and they should not be removed from the

backup server by the retention area cleanup routine. All other intermediate delta files are stored in the retention
area.

H

~—  SAFE Online Backup Manager

Eackup Set Backup Restore Tools View Help

|5 save Setting | Start Backup [l

& Backup Controller 2 | In-File Delta (amce)
=2 User Profile B lalie (il Gieli
= (&) omce nable In-File Delta
igg:ﬁﬁﬂﬁ gs:;cdile Block Size: [Auto |~ |Bytes
41} Backup Filter Apply to files
|=] Command Line Tool Minimum Size: hibytes
[ setting
Lo Encryption i
iy Retention Palicy In-File Delta Type

Default: |Differential v

Upload full file when

ar

Delta Ratio = = %

* Delta Ratio = Delta Size / File Size

2] Log Table (Office) ol
Type | Log Tirne

& Backup &) Restore | | Log

Welcarme to Ahsay Online Backup Manager! Quota (Remaining f Totaly: 451.4M /710G Last Backup: 2006-06-10 13:30

7.2 Block Size

The block size defines the size of data block being used to detect changes between last full backup file and the file
sitting on the local computer right now. In general, the smaller the block size, the more likely a matched data
block can be found between the last full backup file and the file on local computer. It, therefore, produces in a
smaller delta file but it would require more processing power to detect these changes. On the other hand, in-file
delta backup running with larger block size will run faster but this will generally produce a larger delta file.
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In most case, the default setting [Auto] will choose the optimal block size for each file (depending on the size of
the file) for you.

7.3 Minimum File Size

The [Minimum File Size] setting defines the smallest file size a file must have before the use and application of in-
file delta backup technology.

If the size of a file that is being backed up is smaller than the [Minimum File Size] setting, in-file delta backup
technology won’t be applied to this file and the whole file, instead of just the delta file, will be uploaded to the
backup server. It is not necessary to perform in-file delta backup on small files because backing up the whole file
doesn’t take too long anyway. Backing up the whole file instead reduces the time required to restore a backup file.

7.4 Uploading full file again

No. of Delta

The [No. of delta] setting defines the maximum number of delta files from the same full backup file to be
generated and backed up to the backup server before a full backup (the whole file) of this file is uploaded to the
backup server instead.

For example, if you have created 100 delta files from the full backup file already and the [No. of delta] setting is
100, the next backup will upload a full backup file (the whole file) instead of just the delta file. However, if the [No.
of delta] setting is unlimited, it will keep generating delta files and uploading these delta files to the backup server
until any of the other delta setting conditions force a full backup (e.g. delta ratio is exceeded). This setting is here
to make sure that there will always be a full backup file after a certain number of delta files have been generated.

Delta Ratio

The [Delta Ratio] setting is defined to be the size of a delta file divided by the size of its full backup file (i.e. the
percentage of changes detected between the last full backup file and the current file).

If delta ratio calculated from the size of the generated delta file and the size of the full backup is greater than the
[Delta Ratio] setting, the whole file, instead of just the delta file, will be backed up to the backup server. It is done
this way because the difference between backing up the whole file and the delta file is not significant and it is
better to upload the whole file instead to reduce the time required to restore the file.

The default setting of [Delta Ratio] is 50%. This means that if more than 50% changes have been detected, the
whole file, instead of just the delta file, will be backed up and uploaded to the backup server.

7.5 Advanced In-file delta type

The [In-file delta] -> [Advanced] setting allows user to override default in-file delta type when on a certain
number of days (e.g. all Sundays or the 1% day of each month). This is useful if you want all in-file delta backups
to be incremental but you always want to do full backup on Sundays as well as the 1 day of every month. If you
want to do this, simply configure [In-file delta] -> [Advanced] -> [Advanced In-file Delta Type Setting] to what is
shown below.
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Advanced In-File Delta Type Seiting

ieekly Variation (Override Default)

[¥] Sunday IF]

O fur__ ~] O

O fur__ ~] O
fur ]

O

Yearly WVariation (Override Weekly Wariation)

[¥] January [w] July Full
Fehruar\,r [v] August Full

Septernber
October
Movernber
Decernber

1) 111}

Full
Full
Full
Full

Date

© ol v
o Fm ) |

H

»<

With this setting, all backup jobs starts on Sundays or the 1% day of each month will run a full backup job. In this
case, all backup files which have been backed up incrementally/differentially using in-file delta feature will be
uploaded in full again. This ensures that all backup files will be backed up in full at a regular interval. One benefit
of this is that restore time will run faster because of less delta merging. Another benefit is that the risk of a
corrupted incremental delta file resulting in data loss is much lower because a full backup is always available

periodically.
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8 Backup/Restore Oracle 8i/9i

This chapter will describe in details how SAFE™ OBM backup your Oracle 8i/9i and how you can restore an Oracle
8i/9i database using the backup files.

8.1 Requirements

i SAFE™ OBM must be installed onto the computer that can connect to your Oracle 8i/9i server using
TCP/IP protocol.

ii. Data from Oracle 8i/9i database will be backed up to a temporary directory before they are sent to
SAFE™ Offsite Backup Server. Please make sure you have sufficient space on your computer to
store these data when you run the backup job.

iii. Database must be in archived log mode

To switch to archived log mode and enable automatic log archiving, please do the following:

a. Set the parameters below in the PFILE to enable automatic archiving

log_archive_dest = [directory where archived logs will be stored]
log_archive_format = ARCH%S.LOG
log_archive_start = TRUE

b.  Switch to archived log mode

SVRMGRL> connect internal;
SVRMGRL=> startup mount;
SVRMGRL> alter database archivelog;
SVRMGRL> alter database open;

c. Enable Oracle JVM for Oracle 8i/9i, please do the following:

1. Please make sure shared pool size is larger than 50MB and java pool size is larger than
20MB in the PFILE. For example:

java_pool_size = 20971520
shared_pool_size = 52428800

2. Run the scripts below

For Oracle 8i

SVRMGRL> connect internal

SVRMGRL> @?/javavm/install/initjvm.sql;
SVRMGRL> @?/rdbms/admin/catalog.sql;
SVRMGRL> @?/rdbms/admin/catproc.sql;
SVRMGRL> @?/javavm/install/initdbj.sql;

For Oracle 9i

SQL> connect sys/change_on_install as sysdba
SQL> @?/javavm/install/initjvm.sql;

SQL> @7?/xdk/admin/initxml.sql;

SQL> @7?/xdk/admin/xmlja.sql;

SQL> @?/rdbms/admin/catjava.sql;

For Oracle 10g
Oracle JVM is enabled by default. No additional steps required.

iv. JAVASYSPRIV role is granted to system account
You can grant this role to system account by executing:

SQL> grant JAVASYSPRIV to system;
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8.2 Overview

SAFE™ OBM will backup your Oracle database by taking the following steps.
i Connect to the Oracle database using SQL*NET over TCP/IP
ii. Run all Pre-Commands of this backup set
iii.  If the backup type to run is [Database Backup type],

a. all data files in each of the tablespace(s) selected are copied to the temporary directory
specified by this backup set

b. if there are temporary files in the database, the script to re-create the temporary files are
generated to a file located in the temporary directory specified by this backup set

c. all non-default initialization parameters will be spooled to an initializing file located in the
temporary directory specified by this backup set

d. all control files will be copied to the temporary directory specified by this backup set

e. all archived log files will be copied to the temporary directory specified by this backup set
iv. If the backup type to run is [Archived Log Backup type],

a. all archived log files will be copied to the temporary directory specified by this backup set
V. Run all Post-Commands of this backup set
vi. Upload all files copied to the temporary directory to the SAFE™ Offsite Backup Server

vii. Remove temporary files from the temporary directory if [Setting] -> [Temporary Directory for
storing backup files] is enabled

Note:

If your Oracle database is running on Windows, please install SAFE™ OBM onto the company running the Oracle
database if SAFE™ OBM is to backup this Oracle database. This would shorten the time required to backup the
Oracle database.
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8.3 How to backup an Oracle Database

Please follow the instructions below to backup your Oracle database to the SAFE™ Offsite Backup Server.
i Install SAFE™ OBM onto your computer

ii. Open SAFE™ OBM

Right click SAFE™ OBM icon available in the system tray and choose [Open]

Backup

Backup and Logoff
Backop and Festart
Backop and Shutdown

3
k
3
3

Help
Stop Bunning Backop  *

Exit

[T 1446

iii. Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [Oracle Database Backup Set]

=10/
Backup View
File Backup Set
Remove ) Lotus Backup St bi- HE30LBackupSet1
Save M5 Exchange Backup Set
Exit MS SQL Server Backup Set I
! ackupSet
[T sl Backup Set
- [@MESAL, rosaft SAL Serer Backup
IENERr|  Oracle Datahase Backup Set -
oo
-3 BackupSet-7 [P
- MySOLBackupGet-1 e sl
’--@Backup Source Pagsguwrd; =+
~[i Backup Schedule
- [T Command Line Tool Properies
L Setting
“- B Encryption
Log Tabls (WISQLBackupSet1) 17/
Tye | Lag Time |
Backup | Lo
‘Welwmelu Online Backup Manager! ‘Ouula (RemainingJ/ Total); 49.9G /50G |Last Backup: 2004-07-22 14:32
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b. Enter a name for your backup set

Backup Set
Please type a name for this Backup Set

Name: IOrac\eEackupSet—1
Type: Oracle Database Server Backup

Oracle Database Semver

Login ID Isystem

Password I

Host I
Port. [1521
s |

= Previous Mlext = Cancel

C. Enter the system password, the Oracle Database Server Host Name, TNS Port and SID

d.  Select the tablespace(s) you want to backup

- Backup Source

Please selecttablespaces to be hacked up

[l Cracle Datahase Server
----- [ ¥y 5vSTEM

[ #1j OEM_REPOSITORY
- HyRES

..... r@g‘TEMF‘

..... F%USERS
—[EgINDx

Temporary disk space used for storing spoal files
’7|C\Eackup\0ra:\eDB Change
= Previous Mext = Cancel

e. Enter a temporary location to store the database file(s) before they are sent to the SAFE™

Offsite Backup Server

f. Set the backup schedule for database backup and archived log backup

[ Backup Schedule
Please schedule the hackup time

\Archived Logs BackupSchedule (Type: Archived Logs, Weekly - Mc

T | i

Add | Remove | Propeties |

= Previous Mext = Cancel
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dule Properties x|

Mame: |Database - complete BackupSchedule

~Backup
* Database - complete
" Database - differential

= Transaction log

~Type
= Daily &+ \heakly - Warthly = Custorm

~Day
Backup on the follawing day(s) every week:
[~ Sunday [ Monday [ Tuesday [~ Wednesday

[ Thursday [ Friday [~ Saturday
~Start

Stant Time (hhemim): |21 vl:IDD vl
~Stop

Stop on completion (Full Backup)

(0):4 Cancel

Note: You can have more than one schedule in a backup set, i.e. you can perform intra-day transaction log backup
by adding more than one daily transaction log backup schedule to your backup set.

g. Set the encryption algorithm, encryption mode and encrypting key for this backup set

x|

Encryption Sefting
Please setup the encryption setting of the Backup Set.

[~ Do NOT use encryption
Algorithm:
Mo

& CBC {Cipher Block Chaining)

" ECB (Electronic CookBook)
Encrypting Key |
Confirm Encrypting Key: |

= Previous MNext = Cancel

Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.

iv.  Run Backup

a. Select the backup set you want to run on the left panel and press the [Start Backup] button
)

b.  Select the backup type (e.g. Database Backup, Archived Log Backup) you would like to
perform
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Backun

+ Database (Tablespaces, Conirol & Init File, Archived Logs)

" Archived Logs

OK Cancel

C. Select [Off-site Backup Server] to start backing up your files to the SAFE™ Offsite Backup
Server.

" Local Hard Disk (Seed Load Utili)

Startthe backup for [OracleBackupSet1] 7

aK Cancel

8.4 How to restore an Oracle Database

Please follow the instructions below to restore your Oracle 8i/9i databases from the SAFE™ Offsite Backup Server.

i Download the backup files from the SAFE™ Offsite Backup Server

Please refer to the [Quick Start - Backup File] section for information on how to download backup
files from SAFE™ Offsite Backup Server.

ii. Put all data files back to their original locations

iii.  Control files, data files and archived logs are stored on SAFE™ Offsite Backup Server along with
their full path information. You just need to put all these files back to their original locations when
performing a database restore.

iv. Put the PFILE back to its default location

Oracle 8i: $ORACLE_HOME/dbs/init<SID>.ora
Oracle 9i: $ORACLE_HOME/admin/<SID>/pfile/init.ora

V. Restore Database

(if Oracle 8i) Use Server Manager to restore you database by doing the following:
a. Run Oracle Server Manager (svrmgrl)

b. Connect to the target database

C. Startup mount

d. Reapply all transactions from the archived log files

e. Open database

Oracle 8i Example:

$ svrmgrl
SVRMGRL> connect internal

SVRMGR> startup mount;
ORACLE instance started.

Total System Global Area 95874448 bytes
Fixed Size 64912 bytes
Variable Size 52744192 bytes
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Database Buffers
Redo Buffers
Database mounted.

40960000 bytes
2105344 bytes

SVRMGRL> recover database using backup controlfile

ORA-00279: change 419671 generated at 06/14/03 02:51:49 needed for thread 1

ORA-00289: suggestion : /data/ora815/vin/archive/ARCH0000000225.L0G

ORA-00280: change 419671 for thread 1 is in sequence #225

ORA-00278: log file "/data/ora815/vin/archive/ARCH0000000224.L0G" no longer needed for this
recovery

Specify log: {<RET>=suggested | filename | AUTO | CANCEL}

AUTO

Log applied.

change 547222 generated at 06/18/03 19:58:26 needed for thread 1

suggestion : /data/ora815/vin/archive/ARCHO000000384.L0G

change 547222 for thread 1 is in sequence #384

log file "/data/ora815/vin/archive/ARCHO000000383.L0G" no longer needed for this

ORA-00279:
ORA-00289:
ORA-00280:
ORA-00278:
recovery
ORA-00308: cannot open archived log "/data/ora815/vin/archive/ARCHO000000384.L0G"
ORA-27037: unable to obtain file status

Linux Error: 2: No such file or directory

Additional information: 3

SVRMGR> recover database using backup controlfile until cancel

ORA-00279: change 547222 generated at 06/18/03 19:58:26 needed for thread 1
ORA-00289: suggestion : /data/ora815/vin/archive/ARCHO000000384.L0G
ORA-00280: change 547222 for thread 1 is in sequence #384

Specify log: {<RET>=suggested | filename | AUTO | CANCEL}

CANCEL

Media recovery cancelled.

SVRMGR> alter database open resetlogs;

Statement processed.

(if Oracle 9i) Use Recovery Manager to restore you database by doing the following:

a. Run Oracle Server Manager (rman)

b.  Connect to the target database

C. Startup mount

d. Reapply all transactions from the archived log files to the last sequence

e. Open database

Oracle 9i Example:

C:\>rman nocatalog
Recovery Manager: Release 9.2.0.1.0 - Production
Copyright (c) 1995, 2002, Oracle Corporation. All rights reserved.

RMAN> connect target
connected to target database (not started)
RMAN> startup mount

connected to target database (not started)
Oracle instance started
database mounted

Total System Global Area 269556596 bytes
Fixed Size
Variable Size
Database Buffers
Redo Buffers

453492 bytes
243269632 bytes

25165824 bytes

667648 bytes

RMAN> recover database until sequence=63 thread=1;
Starting recover at 24-JUN-03

allocated channel: ORA_DISK_1

channel ORA_DISK_1: sid=11 devtype=DISK

starting media recovery

archive log thread 1 sequence 56 is already on disk as file
C:\OBACLE\ORADATA\VIN\ARCHIVE\l_SG.DBF

log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\1_56.DBF thread=1 sequence=56
log ename=C:\ORACLE\ORADATA\VIN\ARCHIVE\1_57.DBF thread=1 sequence=57
archive log ename=C:\ORACLE\ORADATA\VIN\ARCHIVE\1_58.DBF thread=1 sequence=58
archive log ename=C:\ORACLE\ORADATA\VIN\NARCHIVE\1_59.DBF thread=1 sequence=59
archive log ename=C:\ORACLE\ORADATA\VIN\ARCHIVE\1_60.DBF thread=1 sequence=60
archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\1_61.DBF thread=1 sequence=61

archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\1_62.
media recovery complete
Finished recover at 24-JUN-03

DBF thread=1 sequence=62

RMAN> alter database open resetlogs;

database opened
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9 Backup/Restore Microsoft SQL Server 7.0/ 2000

This chapter will describe in details how to use SAFE™ OBM to backup your Microsoft SQL Server 7.0 / 2000
server and how you can restore your Microsoft SQL Server 7.0 / 2000 server from the backup files.

9.1 Requirements

i SAFE™ OBM must be installed onto the computer running Microsoft SQL Server.

ii. Data from Microsoft SQL Server will be backed up to a temporary directory before they are sent to
SAFE™ Offsite Backup Server. Please make sure you have sufficient space on your computer to
store these data when you run the backup job.

9.2 Overview

SAFE™ OBM will backup your Microsoft SQL Server database(s) by taking the following steps:
i Before running any backup activities, SAFE™ OBM will run all Pre-Commands of the backup set.

ii. For each database that is to be backed up, SAFE™ OBM will issue a database / transaction log
backup command to Microsoft SQL Server to backup each database to a Microsoft SQL Server
database backup file (*.bak file) and save it in the temporary directory you specified.

iii.  After all *.bak files have been spooled to the temporary directories, SAFE™ OBM will run all Post-
Commands of the backup set.

iv. Upload all files copied to the temporary directory to the SAFE™ Offsite Backup Server.

V. Remove temporary files from the temporary directory if [Setting] -> [Temporary Directory for
storing backup files] is enabled
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9.3 How to backup Microsoft SQL Server database(s)

Please follow the instructions below to backup your Microsoft SQL Server databases using SAFE™ OBM.
vi. Open SAFE™ OBM

Right click SAFE™ OBM icon available in the system tray and choose [Open]

Backup 4
Backup amd Logoff r
Backup and Festart L4
Backup and Shutdown  *

Help
Stop Bumming Backop F

Exit

[ 1446

vii. Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [MS SQL Server Backup Set]

=10l x|
Backup  Yiew
File Backup Set
Remove b Lotus Backun Set et- MISOLBackupSet
Save MS Exchange Backup Set
! = SQLBackupSet-1
[ EITUmS T
a-guEsar Mook Backup Set rosoft SGL Server Backup
I Oracle Database Backup Set
(] WS Ect GLEE
-3 BackupSetT
- (5 MySQLBackupSet-1 LoginD: 53
>--%Backup Source Pagsword, "+
[i Backup Schedule
- Cammand Line Tool Properties
(5§ setting
b B Eneryption
Log Table (MSSQLBackupSet-1) 7
Type | Log Time
Backup | Log
‘WEIEDmEm Online Backup Manager! Quota (Remaining / Total): 49.85 1 506G |Last Backup: 2004-07-22 14:32
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b. Enter a name for your backup set

Backup Set
Please type a name for this Backup Set.

Narne: [MS8QLBackupSet1
Type: Microsoft SOL Server Backup

Microsofl SGL Senver

Login 1D: Isa

Fagsword I

= Previous Mext= Cancel

c. Enter the Microsoft SQL Server administrator username and password

d. Select the database(s) you want to backup

Backup Source
Please select databases to be hacked up.

™ [ Microsoft SOL Server
Lo master
[ @ tempdn
0 model
msdh
pubs
Morthwind
abe
vincent
new_model

ooodadn

Temporary disk space used for storing spool files

IC \BackupiMSsQLEerer Change
= Previous Mext = Cancel

e. Enter a temporary location to store the backup files before they are sent to the SAFE™

Offsite Backup Server
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f. Set the backup schedule for full database backup and transaction log backup

Backup Schedule
Please schedule the Backup time:

Transaction log BackupSchedule (Type: Log; Weekly - Monday, Tu

4 | |

Add | Remaove | Froperies |
< Previous et = Cancel

(Note: You can have more than one schedule in a backup set, i.e. you can perform intra-day

transaction log backup by adding more than one daily transaction log backup schedule to
your backup set)

g. Set the encryption algorithm, encryption mode and encrypting key for this backup set

Encryption Setting

Please setup the encryption setting of the Backup Set

I~ Do NOT use encryption

Algorithrm: 1K
Mode:
+ CBC (Cipher Block Chaining)

" ECB (Electronic CookBook)

Encrypting Key: I

Confitm Encrvpting Key |

< Previous Mext > Cancel

(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)

viii. Run Backup

a. Select the backup set you want to run on the left panel and press the [Start Backup] button

)

b.  Select the backup type (e.g. Complete, Differential, Transaction Log) you would like to
perform

Backup

& Database - completel
 Database - differential

" Transaction log

oK Cancel

c. Select [Off-site Backup Server] to start backing up your files to the SAFE™ Offsite Backup
Server.

Stafford Associates Computer Specialists, Inc. Page 66 of 111



\! als P ¥ a .“‘ SAFE™ - Stafford Associates File Ensure
A a E User’s Guide

> 4 L2 g8 __

STAFFORD ASSOCIATES FILE ENSURE

@ Of-site Backup Server

 Local Hard Disk (Seed Load Utility

Start the backup for (MSSGL BackupSet] 7

oK Cancel

9.4 How to restore Microsoft SQL Server database(s)

Please follow the instructions below to restore your Microsoft SQL Server databases from the SAFE™ Offsite
Backup Server.

i Download the backup files (.bak) from the SAFE™ Offsite Backup Server

Please refer to the [Quick Start - Backup File] section for information on how to download backup
files from SAFE™ Offsite Backup Server.

ii. Open Microsoft SQL Enterprise Manager

You can open Microsoft SQL Enterprise Manager from [Start Menu] -> [Program] -> [Microsoft
SQL Server] -> [Enterprise Manager]

iii. (Optional) Restore “master” database

You need to restore “master” database if you:
a. are rebuilding all your databases from scratch

have changing any server-wide or database configuration options

have added logins or other login security-related operations.

have created or removed logical backup devices.

have configured the server for distributed queries and remote procedure calls, such as adding
linked servers or remote logins.

©ooo

You do not need to restore your master database if you just want to restore a user database. For
more information on Microsoft SQL Server “master” database, please visit
http://www.microsoft.com/sql/.

To restore “master” database, please do the following:

a. Start Microsoft SQL Server in “Single User Mode”

1. Right click your Microsoft SQL Server and select [Properties]

Sery : Giruup | WING =0l
) Console  Window  Help =18 =
Aton en Tk || 4= = (@@ | X M EAER| @D ARG
Tree | Datobases 6 Thems
) Console oot
00 raoseh 4 Seves W @ B B 3 3 W
= 4 500 Serven Grouw dx inaster odel ks Herltnind e [
B News S0 Server Renghiration....
S 4 g
7o) ERSOL Server Regalralion propestes...
F g Delete 0L Senr Redstration
# 1 reonnect
LR )

Stop
Paiss

Hew ’
A Torsks 3
N Wirdowy From Hers

Detste
Fenfrash

e |

Dpeercs property sheet for the cument selecton,
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2. Press the [Startup Parameters] button

SQL Server Properties - WIN20D0O-EN x|
Comnections | SewerSeftings |  DatsbaseSeffings |
General | Memory Processor | Secuiy

@ Name WINZ0000EN

Froduct S0L Server Enterprize
Operating system: windows MT - 5.0 (2198)
Product version: 700623

Language: English (Urited States]
Flatform: NT INTEL 286

0% memory 256(MB)

Pracessars 1

Flaat drectan: FAMSS0L7

Code page CP 1252

AutoStart policies when the operating system starts
[~ Autostart SOL Server Agent
™ Autostait MSDTC
Slatup paramelers..

0Kk | camcel | amsl Help

3. Add a “-m” parameter to the [Startup Parameters]

Parameter Add |

|-m Bemove |

Eristing parameters

-dC:\Pragram FileshMicrosaoft SOL Server
-eC:A\Pragram FileshMicrazoft SOL Server
AC:AProgram Files\Micrasoft SOL Server',

KN I 2

oK | Cancel | Help

4. Restart Microsoft SQL Server

From [Enterprise Manager], right click your Microsoft SQL Server and select [Stop] and
then [Start].
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v
—
>
-
-
o
o
o
>
vy
v
(@]
m
>

"Hii SOL Server Enterprise Manager - [Console Root'Microsoft SOL Servers' v =10 x|
|7 Console Window  Help [T

| adion vew 1ok || @+ B@E|XE B @] N BB @G |

Tree I WIN20000-EN (Windows NT) S Ttems

|1 Conscle Root .
1 Mirnsoft 501 Servers Getting Started Taskpad
B 5L Server Group

=)

23 Dat. Mews SOL Server Registration, .

. CKa
Edit 5QL Server Registration propetties... S
Delets 0L Server Registration
setupyour  monitor your import or
(8. e database SQL Server export data
solution

Hews »
B0 DAk Tasks '
] Mar
] sen  View 3
B 5up  Mew Window from Here

Delete

Refresh

Properties

Help

"Hii SOL Server Enterprise Manager - [Console Root! v =[al x|
|7 Console  Window  Help ETES|
EX=dEER AR A |

Tree | SOL Server Group 1 Item

[ Cansole Root %
(=92} Microsoft SOL Servers

“ acion wew Took || e &

Server Group: WINZO000-EN

New SGL Server Registration...
Edit 5L Server Registration properties...
Delets 5QL Server Registration

(e

Connect
Stop
Pause:

New 3
All Tasks 3

Mew Window From Here

Delete
Refrash

4 Properties

Help

b. Restore “master” database

1. From [Enterprise Manager] -> [Tools] -> [Restore Database]

"Hii SQL Server Enterprise Manager - [Console Root\Micrasoft SQL Servers' o | ]
|8y Console  Window el [T
| acon vew ook || e 4 @ XER|@]F N PO EG

e | Data Transformation Services ¥ [ (Windows NT) 5 Trems
Job Scheduling. ..

Replication

Full-Text Indexing. .

SQL Server Query Analyzer @ ﬁl

SGL Server Profiler

Database Scripting... st ooe N el i

Wizards...

|3 Console Root
B Microsoft 5
=g

Started Taskpad

Database Maintenance Planner...
Backup Databas

SQL Server Configuration Froperties, .

Manags SGL Server Messages...

External Tools...
Optians...
Font..

Terming
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2. Select [master] in the [Restore as database] drop down list
3. Select the [From device] radio button.

4. Press the [Select Devices] button.

Restore database x|

Gereral | Dptons |

% Restore as datsbase:  [master =

Restore  Datsbass © Filegroups o files & From device
Devices. ’

Backup number. 1 Wiew Contents.

& Restare backup st
& Dglabase - complete
€ Database - differential
© Transactionlog

£ Fils or flegroup

" Riead backup set information and add to backup history

ok Cancel Help

5. From the [Choose Restore Devices], press the [Add] button.

Choose Restore Devices 1 x|

Wwhen the backup is restored, SOL Server wil attempt to restore from the
devices listed below.

Backup set [Urknakin]

Fiestore from: & Disk  Tape

Device name

add

Edt
Fiemove
a ] [Removes

I~ Dy restore from media with the following name.

Media verficalion option

Media pame: I

aK Cancel

6. From the [Choose Restore Destination] panel, press the [...] button to choose your master
backup (*.bak) from your backup files

Choose Restore Destination E x|

Choose the file name o backup device to ues for the
=) i s s Gl e s
thal you se frequentl,

& File name! IF'\MSSDL?\EAEKUF\ _|
" Backup device: | =l
Carce

7. Press the [OK] button, to start restoring the “master” database.
C. Restart Microsoft SQL Server in “Normal Mode”
1. Remove “-m” parameter from the [Startup Parameters] as in previous step

2. Restart your Microsoft SQL Server as in previous step
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(Optional) Restore “model”, “msdb” and “distribution” database

You need to restore “model” database if you have changed the database template of your SQL
Server.

You need to restore “msdb” database if you have changed the scheduling information or you want
to restore the backup and restore history of your databases.

You need to restore “distribution” database if you are running the replication components of SQL
Server.

You do not need to restore these databases if you just want to restore a user database. For more
information on Microsoft SQL Server “model”, “msdb” and “distribution” database, please visit
http://www.microsoft.com/sql/.

You need to restore each of these databases one by one. To restore any of these databases,
please do the following:

a. From [Enterprise Manager] -> [Tools] -> [Restore Database]

b.  Select the database to be restored in the [Restore as database] drop down list

C. Select the [From device] radio button.

d. Press the [Select Devices] button

e. Press the [...] button to choose your backup files (*.bak) for the database to be restored
f. Press the [OK] button

Restore user database(s)

For each of the database you would like to restore,

a. From [Enterprise Manager] -> [Tools] -> [Restore Database]

b.  Select the database to be restored in the [Restore as database] drop down list

C. Select the [Database] radio button.

Restore database i x|

General | Optans |
% Festore as database: Iabc |

Restore: & Datahase " Eilegroups or files € Fiom devies

Shou backups of dalabase: d

First backup to restore: [1an a0t e5243- |

™ Faint intime restore: -

Restore | Type | Backup sel date | Size | Restore fom | Backup sel name
B 131120011 OKb CAMSSOL
kil | 1|
Pioperiics
i3 Cancel Help

d. From the [Show backups of database] drop down list, select the database to be restored

e. From the [First backup to restore] drop down list, select the snapshot of the database you
would like to restore to.
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You can restore your database to the snapshot of your database at any point of the time
between the time you did your full backup and the time you did your last subsequent backup.

f. Change the [Restore From] entry

If you backup files (*.bak) are not in the default directory, you need to update the full path
to your backup files by pressing the [Properties] button.

g. Press the [OK] button

vi. All database(s) restored successfully
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10 Backup/Restore Lotus Domino / Notes

This chapter will describe in details how to use SAFE™ OBM to backup your Lotus Domino server / Notes client 5 /
6 / 6.5 and how you can restore your Lotus Domino server / Notes client 5/ 6 / 6.5 from the backup files.

10.1 Requ

irements

i SAFE™ OBM must be installed onto the computer running Lotus Domino server / Notes client.

ii. Data from Lotus Domino server / Notes client will be backed up to a temporary directory before
they are sent to SAFE™ Offsite Backup Server. Please make sure you have sufficient space on your
computer to store these data when you run the backup job.

iii. Lotus Domino server must runs with archive transaction logging enabled

To set up transaction logging in archive style, please do the following:

a.

Ensure that all databases to be logged reside in the Domino data directory, either at the root
or in subdirectories.

From the Domino Administrator, click the Configuration tab.

In the "Use Directory on" field, choose the server's Domino Directory.
Click Server Configuration, and then click Current Server Document.
Click the Transactional Logging tab.

Complete these fields, and then save the document.

Field Enter
Transactional Logging | Choose Enabled. The default is Disabled.

Log path Path name location of the transaction log.

The default path name is \LOGDIR in the Domino
data directory, although it is strongly recommended
to store the log on a separate, mirrored device, such
as a RAID (Redundant Array of Independent Disks)
level O or 1 device with a dedicated controller.

The separate device should have at least 1GB of disk
space for the transaction log. If you are using the
device solely for storing the transaction log, set the
"Use all available space on log device" field to Yes.

Maximum log space The maximum size, in MB, for the transaction log.
Default is 192MB. Maximum is 4096MB (4GB).
Domino formats at least 3 and up to 64 log files,
depending on the maximum log space you allocate.

Use all available space| Choose one:

on log device * Yes to use all available space on the device for
the transaction log. This is recommended if you
use a separate device dedicated to storing the
log. If you choose Yes, you don’t need to enter a
value in the "Maximum log space" field.

. No to use the default or specified value in the
"Maximum log space" field.

Automatic fixup of Choose one:

corrupt databases . Enabled (default). If a database is corrupt and
Domino cannot use the transaction log to
recover it, Domino runs the Fixup task, assigns
a new DBIID, and notifies the administrator that
a new database backup is required.

. Disabled. Domino does not run the Fixup task
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automatically and notifies the administrator to
run the Fixup task with the -J parameter on
corrupt logged databases.

Runtime / Restart
performance

This field controls how often Domino records a
recovery checkpoint in the transaction log, which
affects server performance.

To record a recovery checkpoint, Domino evaluates

each active logged database to determine how many

transactions would be necessary to recover each
database after a system failure. When Domino
completes this evaluation, it:

e Creates a recovery checkpoint record in the
transaction log, listing each open database and
the starting point transaction needed for
recovery

. Forces database changes to be saved to disk if
they have not been saved already

Choose one:

e Standard (default and recommended).
Checkpoints occur regularly.

. Favor runtime. Domino records fewer
checkpoints, which requires fewer system
resources and improves server run time
performance.

. Favor restart recovery time. Domino records
more checkpoints, which improves restart
recovery time because fewer transactions are
required for recovery.

Logging style

Choose Archive. The default is Circular.

Notes:

You can only run transaction log backup if you have transaction logging enabled and you are
using archive mode. This command does not apply if you have transaction logging enabled not
in archive mode or if transaction logging is not enabled at all. If you try to issue it, you will

receive an error message.

10.2 Overview

SAFE™ OBM will backup your Lotus Domino server / Notes client by taking the following steps:

i Run all Pre-Commands of this backup set

ii. If the backup type to run is [Database Backup type],

a. all file(s) / database(s) selected are copied to the temporary directory specified by this

backup set

b.  the notes.ini file, if selected, will be copied to the temporary directory

C. only filled log extents will be copied to the temporary directory, and the Domino server is
notified of their availability for reuse (for Domino server only)

iii.  (for Domino server only) If the backup type to run is [Transaction Log Backup type],

a. only filled log extents will be copied to the temporary directory, and the Domino server is
notified of their availability for reuse

iv. Run all Post-Commands of this backup set

V. Upload all files copied to the temporary directory to the SAFE™ Offsite Backup Server

vi. Remove temporary files from the temporary directory if [Setting] -> [Temporary Directory for
storing backup files] is enabled
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10.3 How to backup Lotus Domino / Notes database(s) / file(s)

Please follow the instructions below to backup your Lotus Domino server / Notes client databases / files using
SAFE™ OBM.

i. Open SAFE™ OBM

Right click SAFE™ OBM icon available in the system tray and choose [Open]

Backup

Backup and Logoff
Backup and Restart
Backup and Shutd own

3
k
3
3

Help
Stop Bumming Backop F

Exit

[ 1446

ii. Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [Lotus Backup Set]

o [=] 9]
File Backup Set
ez b | i BRS¢ et~ ME5GLBackunget1
Save MS Exchange Backup Set
MS SQL Server Backup Set
SOLBackupSet-1
B rosoft SAL Server Backup
COracle Database Backup Set
LServer
(31 BackupSet-7
LoginID:  sa
=[5 MySQLBackupSet1
{3 Backup Source Fassword: ==
- Backup Schedule
[ Command Line Tool E——
- getting
“- By Encryption
Log Table (MSSELBackupget-1) 7]
Type | Log Tirne |
Backup | Log
‘We\cume 1o Online Backup Manager! Quota (Remaining/ Total): 49.9G /506G | Last Backup: 2004-07-22 14:32

b. Enter a name for your backup set
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[ Backup 1
Flease type a name for this Backup Set

MName ILDlusBackupSel—1

Type ILnlus Domino Server Backup ~

= Freviaus I Mext = I Cancel I

C. Select the Backup Set Type (Lotus Domino Server Backup / Lotus Notes Client Backup)

d. Select the database(s) / file(s) you want to backup

rBackup Source
Please zelectfiles orand directories to be backed up.

Lotus Doming i’
= 3y Data

¥ " domino

 Chelp

[¥ 1 IBM_TECHNICAL_SUFPORT

¥ CJiMotes

[ 1 logdira

& Cmail

-2 (M mardarms =
4 | »
[ notes.ini |CALotus\Domincinotes.ini Change

"Tempuraw directory for storing hackup files

IC.\Backup\Lmus\Dummu : Change :

< Previous eyt = Cancel

e. Enter a temporary location to store the backup files before they are sent to the SAFE™
Offsite Backup Server

f. Set the backup schedule for Database Backup

Backup Schedule
Please schedule the backup time,

K| | ol

Add | Remove | Froperties |

= Previous Mexd = Cancel

g. Set the backup schedule for Transaction Log Backup (for Domino server only)
(Note: You can have more than one schedule in a backup set, i.e. you can perform intra-day
transaction log backup by adding more than one daily transaction log backup schedule to
your backup set)

h.  Set the encryption algorithm, encryption mode and encrypting key for this backup set
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Encryption Setting
Please setup the encryption setting of the Backup Set.

I~ Do NOT use encryption

Algarithm: |Twofish ¥

Mode:
 CBC {Cipher Block Chaining)
" ECE (Electronic CookBook)

Encrypting Key: I

Canfirrn Encrypting Key: |

= Previous Mext = Cancel

(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)

iii.  Run Backup

a. Select the backup set you want to run on the left panel and press the [Start Backup] button
)

b.  Select the backup type (e.g. Database, Transaction Log) you would like to perform (for
Domino server only)

Backup

+ Database (notes ini, Datahases, Files, Transaction Logsk

" Transaction Logs

Ol Cancel |

c. Select [Off-site Backup Server] to start backing up your files to the SAFE™ Offsite Backup
Server.

" Local Hard Disk (Seed Load LHili)

Startthe backup for [LotusBackupSet-1] 7

0K Cancel

10.4 How to restore Lotus Domino / Notes database(s) / file(s)

Please follow the instructions below to restore Lotus Domino server / Notes client database(s) / file(s) from the
SAFE™ Offsite Backup Server.

i Install Lotus Domino server / Notes client back to its original folder (if required)

ii. Install SAFE™ OBM

Please refer to the [Installation] section for information on how to install SAFE™ OBM onto your
computer.

iii. Copy LotusMediaRecovery.exe from the bin directory (default to C:\Program Files\SAFEOBM\bin)
to Lotus Domino installation directory (default to C:\Lotus\Domino)

iv.  Shutdown Lotus Domino Server
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V. If you want to perform a full domino restore (restore all databases and files):

a. Download the backup files to be restored from the SAFE™ Offsite Backup Server and save
them back to its original location. It includes notes.ini, all backup files from the lotus domino
data directory and all archived transaction logs

b.  Run LotusMediaRecovery.exe from the Lotus Domino installation directory (e.g.
C:\Lotus\Domino\LotusMediaRecovery.exe) and press ‘Y’ to continue.

For example: C:\Lotus\Domino\> LotusMediaRecovery.exe
This will run media recovery for all databases (*.nsf and mail.box) found under the Lotus

data directory (e.g. C:\Lotus\Domino\Data). You should see something similar to the screen
below.

Media Recovery Example:

C:\Lotus\Domino>LotusMediaRecovery
Media Recovery Utility for Lotus Domino 5.0 or above

Please make sure that you have done the following:

1. Reinstall Lotus Domino on this computer in the same directory

2. Restore Notes.ini to the Lotus Domino installation directory
(e.g. C:\Lotus\Domino)

3. Restore Domino Data directory back to the directory defined
in Notes.ini (e.g. C:\Lotus\Domino\Data)

4. Restore all archived transaction logs to the directory defined
in Notes.ini (e.g. C:\Lotus\Domino\Data\logdir)

Continue ? (Y) or (N) y

Running media recovery ...

Please wait, creating new transaction logs in directory: C:\logdir\
02/12/2003 14:39:19 Recovery Manager: Restart Recovery complete. (0/0
databases needed full/partial recovery)

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
02/12/2003 14:39:22 Recovery Manager: Media Recovery complete for
C:\Lotus\Domino\Data\admin4._nsf, last update applied .

Backup Ffile C:\Lotus\Domino\Data\admin4.nsf recovered.

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
02/12/2003 14:40:57 Recovery Manager: Media Recovery complete for
C:\Lotus\Domino\Data\statrep.nsf, last update applied .

Backup file C:\Lotus\Domino\Data\statrep.nsf recovered.

C:\Lotus\Domino>

C. All content of all database(s) are now rolled forward to the last committed transaction found
in the last archived transaction log.

d. Restart Lotus Domino server
vi. If you just want to restore a single database:

a. Download the database file to be restored from the SAFE™ Offsite Backup Server and save
them back to its original location.

b. (optional) If you need to perform media recovery on this database, please download all
archived transaction logs and save them back to its original location

C. Run LotusMediaRecovery.exe from the Lotus Domino installation directory with an argument
of the full path of database to be restored.

For example, if you want to restore C:\Lotus\Domino\data\admin4.nsf, please run:

C:\Lotus\Domino\> LotusMediaRecovery.exe C:\Lotus\Domino\data\admin4.nsf
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You should see something similar to the screen below.

Media Recovery Example:

C:\Lotus\Domino>LotusMediaRecovery C:\Lotus\Domino\data\admin4.nsf
Media Recovery Utility for Lotus Domino 5.0 or above

Running media recovery ...

Restart Analysis (0 MB): 100%

02/12/2003 14:42:15 Recovery Manager: Restart Recovery complete. (070
databases needed full/partial recovery)

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
02/12/2003 14:42:17 Recovery Manager: Media Recovery complete for
C:\Lotus\Domino\data\admin4.nsf, last update applied 01/12/2003 00:02:42.

Backup file C:\Lotus\Domino\data\admin4.nsf recovered.

C:\Lotus\Domino>

d.  All content of the database are now rolled forward to the last committed transaction found in
the last archived transaction log.

vii. Restart Lotus Domino Server
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11 Backup/Restore Microsoft Exchange Server

This chapter will describe in detail how to use SAFE™ OBM to backup your Microsoft Exchange Server 2000/2003
and how you can restore your Microsoft Exchange Server 2000/2003 from the backup files.

11.1 Requirements

i Microsoft Exchange Server 2000/2003 with Service Pack 3 and post-SP3 update rollup installed.
Please refer to http://www.microsoft.com/exchange/ for more information.

ii. SAFE™ OBM must be installed onto the computer running Microsoft Exchange Server 2000 / 2003.

iii. Data from Microsoft Exchange Server will be backed up to a temporary directory before they are
sent to SAFE™ Offsite Backup Server. Please make sure you have sufficient space on your
computer to store these data when you run the backup job.

11.2 Overview

A Microsoft Exchange Server 2000/2003 stores its data in Windows Active Directory as well as in its databases. To
fully backup a Microsoft Exchange Server 2000/2003, you need to backup the following components:

i Windows System State

The Windows System State contains the information about your Windows system, including
Windows Active Directory. A Microsoft Exchange Server 2000 / 2003 stores some of its
configuration, e.g. email accounts and mailbox properties, inside Windows Active Directory. It is
important that Windows Active Directory is backup properly when backing up a Microsoft Exchange
Server.

Active Directory is stored inside a Windows Server running as Windows domain controller. If your
Exchange Server is a domain controller, you can simply backup the Windows System State of your
Exchange Server. If your Exchange Server is running as a member server, you will need to install
another copy of SAFE™ OBM onto the domain controller to backup the Windows System State of
inside the domain controller.

For more information on Active Directory, please refer to
http://www.microsoft.com/windows2000/technologies/directory/ad/default.asp

ii. Microsoft Information Store
Exchange Server stores all emails and documents inside its databases, which are grouped together
as storage groups inside Microsoft Information Store. It is important that Microsoft Information
Store is fully backup when backing your Exchange Server.

iii. Microsoft Site Replication Service
Microsoft Site Replication Service is installed automatically when exchange server site replication
feature is enabled. Microsoft Site Replication stores its runtime and configuration information
inside its own database. If you are running your Exchange Server with Site Replication Service
enabled, please make sure that you backup the site replication database as well.

iv. Microsoft Key Management Service (Exchange 2000 only)
Similarly, if you have setup your Exchange Server with Key Management Services enabled, please
make sure that you backup the key management database as well.

SAFE™ OBM will backup your Microsoft Exchange Server by taking the following steps:
V. Run all Pre-Commands of this backup set
vi. If the backup type to run is [Database Backup type],

a. Windows System State will be backed up to a temporary directory specified in its backup set
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Vii.

Viii.

Xi.

b.  All exchange database(s) selected are backed up to a temporary directory specified in its
backup set

If the backup type to run is [Transaction Log Backup type],

a. New transaction log extents generated since last backup will be copied to the temporary
directory

Remove transaction log extents backed up from the Exchange Server
Run all Post-Commands of this backup set
Upload all backup files from the temporary directory to the SAFE™ Offsite Backup Server

Remove temporary files from the temporary directory if [Setting] -> [Temporary Directory for
storing backup files] is enabled
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11.3 How to backup Microsoft Exchange Server

Please follow the instructions below to backup your Microsoft Exchange Server 2000 / 2003 using SAFE™ OBM:

i Open SAFE™ OBM

Right click SAFE™ OBM icon available in the system tray and choose [Open]

Backup

Backup and Logoff
Backup and Restart
Backup and Shutd own

3
3
3
3

Help
Stop Bunming Backup  F

Exit

[T 1446

ii. From the Menu, Choose [Backup Set] -> [New] -> [MS Exchange Backup Set]
Create a backup set

b.  From the Menu, Choose [Backup Set] -> [New] -> [MS Exchange Backup Set]

anage -10] x|
Backup  View
File Backup Set
|
Remaove » Lotus Backup Set bt MSSOLBackupSetl
Save hange Backup Set
Exit MS SQL Server Backup Set
- T o—— SQLBackunSet-1
ackup Sel
[ MESEL i P rosoft SQL Server Backup
¥ Oracle Database Backup Set
(@1 MSExct i L Serve
ackupSet-7
ySOLBackupSet1 LoginD:  sa
{53 Backup Source Password:
[ Backup Schedule
[ command Line Toal FES—
L Setting
*~ B Encryption
Log Table (MSSCLBackupSet-1) I
Tyne | Log Time |
Backup | Log
‘Welcnmaln Cnline Backup Manager! ‘Ounta (Rermaining/ Total): 48.9G /150G Last Backup: 2004-07-22 14:32

C. Enter a name for your backup set

- Backup Set

Please type a name for this Backup Set,

Mame: |MSExchangeBackupSet1
Type: Microsoft Exchange Server Backup

= Previous: Mext = | Cancel
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d. Select the database(s) to be backup

~Backup Source
Please selact Datahase to be hacked up

-5 Wy Computer =
© [ g systern State
- (§ Microsoft Exchange Server
- = WINZDO0SVR
= [T Wicrosoft Informatian Stare
[=1- [ ¥ First Storage Group
~ [ @ Mailbox Store (WIN20008VR)
“-[# @ Public Folder Store (WIN20005VR)
= Mol B -
o 0 abe
[ i R
o @ mail2 ;'

 Temparary dirsctary for storing backup files

IC:IBacKupIMSExchange Change
= Previous | Mext= Cancel |

If this Exchange Server is also a domain controller of this Active Directory, select the [System
State] checkbox as well. Otherwise, please install SAFE™ OBM to the domain controller of
this Active Directory and select the [System State] checkbox on that computer

e. Enter a temporary directory for storing the backup files before they are sent to the SAFE™
Offsite Backup Server

f. Set the backup schedule for Database Backup

rBackup Schedule
Please schedule the backup time.

Transaction Log Backup Schedule (Type: Transaction log; Weekly

4 | |

Add | Remaove | Properties |

= Previous Mexd = Cancel

g. Set the backup schedule for Transaction Log Backup (for Domino server only)
(Note: You can have more than one schedule in a backup set, i.e. you can perform intra-day
transaction log backup by adding more than one daily transaction log backup schedule to

your backup set)

h.  Set the encryption algorithm, encryption mode and encrypting key for this backup set
: : =i

Ad el

rEncryption a
Flease setup the encryption setting ofthe Backup Set.

™ Do NOT use encryption.

Algarithm: ITWUﬂsh hd I

Mode
= CBC (Cipher Elock Chaining)

" ECE (Electronic CookBook)

Encrypting Key: |

Confirm Encrypting Key: |

= Previous et = Cancel |
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(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)

iii.  Run Backup

i Select the backup set you want to run on the left panel and press the [Start Backup] button

)

j- Select the backup type (e.g. Database, Log Files) you would like to perform

Backup

¢~ Log Files

Ok Cancel |

k.  Select [Off-site Backup Server] to start backing up your files to the SAFE™ Offsite Backup
Server and press the [OK] button

Backup to

= Oftsite Backup Senver

¢ Local Hard Disk (Seed Load Utility)

Startthe backup for [MSExchangeBackupSet1] 2

Ok | Cancel |

. You should get something similar to the screen shot below.

.n SAFE Online Backup Manager =101 x|
Backup Set Backup Wiew
Hra
&9 Backup Cantraller P |31 Backup Set- M3ExchangeBackupSet-1
_User Profile Bl Sek
£ Mame: MSExchangeBackupSet-1
Backup Schedule Type: Microsoft Exchange Server Backup
[ Command Line Tool Eyem— |
L Setting
“-- &) Encryption
Log Table (MSExchangeBackupSet-1)
Type | Log Time
@ Start [2004/01/31 13:53:47] |
@ Start running pre-commands [2004/01/31 13:53:47]
@ Finished running pre-commands [2004/01/31 13:53:47]
@ Using Temporary Directory - FiBackupMSExchangel1071124 [2004/01/31 13:53:47]
@ Start Microsoft Exchange backup [2004/01/31 13:53:47]
@ [Start] Exchange Server - "WIN20005VR" [2004/01/31 13:53:47]
@ [Start] Service - "Microsoft Infarmation Store” [2004/01/31 13:53:47]
@ [Starl] Storage Group - "First Storage Group” [2004/01/31 13:53:47]
@ [Start] Database - "Mailbox Store (AWIN2000SVR)" [2004/01/31 13:53:47]
@ Backing up 'EXProgram FilesiExchsnrimdbdatalprivl .edhb’ .. [2004/01/31 13:53:47]
@ Backing up 'EXProgram Files\Exchsrirndbdatalprivl stm' [2004/01/31 13:53:48] ]
@ [End] Datahase [2004/01/31 13:53:51]
@ [Start] Database - "Public Folder Stare (WIN20005VR)" [2004/01/31 13:53:51]
@ Backing up ‘EXProgram FilesiExchsnrimdbdataipub.edb'. [2004/01/31 13:53:51]
@ Backing up ‘EXProgram Files\Exchsrimdbdatalpubl.stm' [2004/01/31 13:54:18]
@ [End] Datahase [2004/01/31 13:54:27]
@ [Start] Backing up log files [2004/01/31 13:54:27]
@ Backing up ‘EXProgram FilesiExchsnrimdbdatalE00000E... [2004/01/31 13:54:23] LI
Backup LUQI
‘ Backing up EAProgram FilesiExchsnnSG 2acct.stm' .. ‘Quula {Remaining [ Total): 48.06G [ 560G ‘Last Backup: 2004-01-31 10:42
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11.4 How to restore Microsoft Exchange Server

Please follow the instructions below to restore Microsoft Exchange Server 2000 / 2003 from the SAFE™ Offsite
Backup Server.

i Prepare the system for your Exchange Server (if required)

Install the original version of Windows and Exchange Server (with the same level of service pack
installed as in the original system) back to your computer

ii. Restore Windows Active Directory (if required)
If you have re-installed Windows, please download the Windows System State backup file, named
[SystemState.bkf], from SAFE™ Offsite Backup Server and then use [NTBackup.exe] to restore

your Windows System State to its backup time from the backup file by following the instructions
below:

m. Run [NTBackup.exe] from [Start] -> [Run]
n. Press the [Restore Wizard] button and then press the [Next] button

0. Press the [Import] button and use the [Browse] button to select the backup file
[SystemState.bkf] downloaded

p. Select the checkbox next to the description that matches your backup file
q. Press the [Next] button and then the [Finish] button

iii. Install SAFE™ OBM (if required)

Please refer to the [Installation] section for information on how to install SAFE™ OBM onto your
computer.

iv. Startup the [Microsoft Information Store] services from Windows Services
V. Restore exchange database(s) from backup:

a. Download the database backup files to be restored from the SAFE™ Offsite Backup Server (or
find the cached copy available in the temporary directory defined in your backup set) and
save them to your hard disk (please make sure the directory structure is the same as it
appears on the browser)

b. If the database to be restored exists on your computer already, please dismount it from the
services using [Start] -> [Program] -> [Microsoft Exchange] -> [System Manager]

C. Use [ExchangeRestore.exe] from the [bin] directory under the installation directory of SAFE™
OBM (e.g. C:\Program Files\SAFEOBM\bin\ExchangeRestore.exe) to restore the exchange
database(s).

Simply run [ExchangeRestore.exe] to print the usage

ExchangeRestore.exe Usage:
C:\Program Files\SAFEOBM\bin> ExchangeRestore.exe

Microsoft Exchange Server 2000/2003 Backup Recovery Utility

Usage:
ExchangeRestore DIR=path SERVER=server TEMP=tempDir [SERVICE=service [STORAGE=st
orage [DATABASE=database]]]

DIR Directory containing all backup files
SERVER Name of Exchange Server to be restored
TEMP Temporary directory to be used during restore

Please specific a path with plenty of free space

SERVICE Name of Exchange Service to be restored. It must be either
"Microsoft Information Store™, "Microsoft Key Management Service"
or "Microsoft Site Replication Service"

STORAGE Name of storage group to be restored
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DATABASE Name of database to be restored

Examples:
1. To restore an exchange server:
ExchangeRestore DIR="C:\Backup' SERVER="ExchangeServer" TEMP=''C:\Temp"

2. To restore the information store:
ExchangeRestore DIR="C:\Backup™ SERVER="ExchangeServer" TEMP="C:\Temp"
SERVICE="Microsoft Information Store"

3. To restore an exchange storage group:
ExchangeRestore DIR="C:\Backup' SERVER="ExchangeServer" TEMP='""C:\Temp"
SERVICE="Microsoft Information Store" STORAGE="'StorageGroupl"

4. To restore an exchange database:
ExchangeRestore DIR="C:\Backup'" SERVER="ExchangeServer" TEMP="C:\Temp"
SERVICE="Microsoft Information Store" STORAGE="'StorageGroupl"
DATABASE="Databasel"

where
""C:\Backup™ is the directory containing all backup files
"ExchangeServer" is the server name of an exchange server
'C:\Temp" is the temporary directory to be used
"'StorageGroupl" is the name of a storage group
“Databasel™ is the name of a database

(Example 1) To restore all databases from backup available in [F:\Backup] to an exchange
server named [WIN2000OSVR] using the temporary directory [F:\Temp], you can use this

command:

E:\Program Files\SAFEOBM\bin> ExchangeRestore DIR="F:\Backup" TEMP="F:\Temp"

SERVER="WIN2000SVR"

Exchange Server Recovery Example:

E:\Program Files\SAFEOBM\bin> ExchangeRestore DIR="F:\Backup™ TEMP="F:\Temp"
SERVER=""WIN200OOSVR"*

Microsoft Exchange Server 2000/2003 Backup Recovery Utility

[Start] Exchange Server - “WIN2000SVR*®
[Start] Service - “Microsoft Information Store~
[Start] Storage Group - “First Storage Group”
[Start] Database - “Mailbox Store (WIN2000SVR)*"
Restoring file “E:\Program Files\Exchsrvr\mdbdata\privl.edb"”
Restoring file “E:\Program Files\Exchsrvr\mdbdata\privl.stm”
[End] Database - “"Mailbox Store (WIN200OSVR)"
[Start] Database - “Public Folder Store (WIN2000SVR)*
Restoring file “E:\Program es\Exchsrvr\mdbdata\publ.edb*”
Restoring file “E:\Program Files\Exchsrvr\mdbdata\publ.stm*
[End] Database - “Public Folder Store (WIN200OSVR)"
[Start] Restoring transaction log - "First Storage Group”

Restoring Log File "F:\Temp\restore.tmp\First Storage Group\EOOO0OB3.log"
Restoring Log File "F:\Temp\restore.tmp\First Storage Group\EOO00OB4.log"

[End] Restoring transaction log - “First Storage Group*
[Start] Applying transaction log ...

[End] Applying transaction log

[End] Storage Group - "First Storage Group”

[Start] Storage Group - "SG2"

[Start] Database - “acct"
Restoring file “E:\Program Files\Exchsrvr\SG2\acct.edb™ ...
Restoring file "E:\Program Files\Exchsrvr\SG2\acct.stm"
[End] Database - “acct”

[Start] Restoring transaction log - "SG2*
Restoring Log File "F:\Temp\restore.tmp\SG2\E0100072.log"
Restoring Log File "F:\Temp\restore.tmp\SG2\E0100073.log"
[End] Restoring transaction log - "SG2*

[Start] Applying transaction log ...

[End] Applying transaction log

[End] Storage Group - "SG2*°

[End] Exchange Server - “WIN200OOSVR*

E:\Program Files\SAFEOBM\bin>

(Example 2) To restore the database named [mail] in storage group [SG5] from backup
available in [F:\Backup] to an exchange server named [WIN2000OSVR] using the temporary

directory [F:\Temp], you can use this command:

E:\Program Files\SAFEOBM\bin> ExchangeRestore DIR="F:\Backup" TEMP="F:\Temp"

SERVER="WIN2000SVR" SERVICE="Microsoft Information Store" STORAGE=

DATABASE="mail1"

"SG5"
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Exchange Server Recovery Example:
E: \Program Files\SAFEOBM\bin> ExchangeRestore DIR="F: \Backup TEMP="F: \Temp
SERVER=""WIN200OSVR" SERVICE="Microsoft Information Store' STORAGE="SG5"
DATABASE=""mail"
Microsoft Exchange Server 2000/2003 Backup Recovery Utility
[Start] Storage Group - "SG5"
[Start] Database - "mail*
Restoring file “E:\Program Files\Exchsrvr\SG5\mail.edb™ ...
Restoring file "E:\Program Files\Exchsrvr\SG5\mail.stm"
[End] Database - "mail”
[Start] Restoring transaction log - "SG5*
Restoring Log File "F:\Temp\restore.tmp\SG5\E0300012. log*"
Restoring Log File "F:\Temp\restore.tmp\SG5\E0300013. log*”
[End] Restoring transaction log - "SG5"
[Start] Applying transaction log ...
[End] Applying transaction log
[End] Storage Group - "SG5*"
E:\Program Files\SAFEOBM\bin>
f. Repeat the same procedure for each database to be restored to the Exchange Server.

g. You can use [Start] -> [Program] -> [Administrative Tools] -> [Event Viewer] to check if
there are any errors generated from the exchange databases restoring activities.

vi. Completed
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12 Backup/Restore Windows System State

This chapter will describe in details how to use SAFE™ OBM to backup Windows System State and how you can
restore your Windows System State from backup.

12.1 Requirements

Microsoft Windows NT / 2000 / XP / 2003
SAFE™ OBM must be installed onto the computer containing the system state you want to backup

Windows system state will be backed up to a temporary file before it is sent to SAFE™ OBS. Please
make sure you have sufficient space on your computer to store the temporary file when you run
the backup job.

12.2 Overview

SAFE™ OBM will backup your Microsoft Exchange Server by taking the following steps:

Run all Pre-Commands of this backup set
Windows System State will be backed up to a temporary directory specified in its backup set
Run all Post-Commands of this backup set

Upload the Windows System State backup files from the temporary directory to the SAFE™ Offsite
Backup Server

Remove the Windows System State temporary backup files from the temporary directory if
[Setting] -> [Temporary Directory for storing backup files] is enabled

12.3 How to backup Windows System State

Please follow the instructions below to backup Windows System State using SAFE™ OBM:

Open SAFEM™ OBM

Right click SAFE™ OBM icon available in the system tray and choose [Open]

Backup 4
Backup amd Logoff r
Backup and Festart L4
Backup and Shutdown  *

Help
Stop Bumming Backop F

Exit

[ 1446

Create a backup set

From the Menu, Choose [Backup Set] -> [New] -> [System State Backup Set]

a. From the Menu, Choose [Backup Set] -> [New] -> [System State Backup Set]

Stafford Associates Computer Specialists, Inc. Page 88 of 111



SAFE™ - Stafford Associates File Ensure

~
- —~ - - ' ™
& = L | e | o=+
SVdavalLy G4 A o

User’s Guide

STAFFORD ASSOCIATES FILE ENSURE

.t SAFE Online Backup Manager

GN Backup Restore ~ools View Help

[# Remave

Backup Set

|5 save Setiing {4 Lotus Backup Set

[0 Eat [#) M3 Exchange Backup St
T TRy [ M5 Exchange Mail Backup et [136NON0
[Spackup5e
{6 Dacku Fi 1 M8 90L SererBackus Set
ECommand ¥ MySQL Backup Set g Chong
Lji Eeting [&) Oracle Database Backup Set
{3 Encryption
i Retertion Pollzy Account Information
5 evtra Backup Quota: 106
(% InFile Deta Tite Zone: [GMT+OE00 (HKT) v
= Local Copy

.
(i Home Contact

|schemngchnng@ahsay corm v|

Contact Mame: Schering Chang

Email Address: schering.chong@ahsay.com

2 Backup ‘@ Restore | [ Log

‘Welcome to Ahsay Online Backup Manager!

Quota (Remaining f Total): 451.4M /116 Last Backup: 2008-06-10 13:30

Enter a name for your backup set

Add new System State Backup Set

rBackup Set
FPlease type a name for this Backup Set.

Marme: | SystemStateBackupSet1

Type: System State Backup

c.
setting and check the [Remove temporary fi
be removed automatically after backup

Use the [Change] button to configure the [Temporary directory for storing backup files]

les after backup] if you want temporary files to
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Add new System State Backup Set

(X

[ Backup Source
= HATERE
[, Systern State

Temporary directory for staring backup files

[ coBackupaystematats || change |

Remove ternporary files after backup

Cancel = Previgus

d. Enter a temporary directory for storing the backup files before they are sent to the SAFE™
Offsite Backup Server

e. Set the backup schedule for this backup set

Add new System State Backup Set &‘

~Backup Schedule

Please schedule the backup time

[ Add ” Remove H Properties l

Cancel < Previous

f. Set the encryption algorithm, encryption mode and encrypting key for this backup set

| Encryption Setting
Please setup the encryption setting ofthe Backup Set.

I~ Do NOT use encryption.

Algarithm: |Twofish =

Mode
* CBC (Cipher Block Chaining)

i~ ECE (Electronic GookBook)

Encrypting Key. I

Canfirm Encrypting Key: |

< Previous eyt = Cancel

(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)

iii.  Run Backup
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a. Select the backup set you want to run on the left panel and press the [Start Backup] button
)

b.  Select [Off-site Backup Server] to start backing up your files to the SAFE™ Offsite Backup
Server and press the [OK] button

€ Local Hard Disk (Seed Load Utility)

Start the hackup for [MSExchangeBackupSet-1] ?

0Ok Cancel

c.  You should get something similar to the screen shot below.

.Bn SAFE Online Backup Manager -0l x|
Backup Set  Backup View
>
@ Backup Controller ﬂ (] Backup Set- M3ExchangeBackupSet-1
Eueier Profile Backup Set
-7
Backup Source Mame: MSExchangeBackupSet1
Backup Schedule Type: Microsoft Exchange Server Backup
Command Line Toal ml
L5 Setting
L) Encryplion
Log Table (MSExchangeBackupSet-1)
Type | Log Time
@ Start [2004/01/31 13:53.47] ]
@ Start running pre-commands [2004/01/31 13:53:47]
@ Finished running pre-commands [2004/01/31 13:53:47]
@ Using Tempotary Directory - FABackupMSExchanger 071124 [2004/01/31 13:53:47]
@ Start Microsoft Exchange backup .. [2004/01/31 13:53:47]
@ [Stari] Exchange Server - "WINZ0005VR" [2004/01/31 13:53.47]
@ [Btart] Service - "Microsoft Infarmation Stare” [2004/01/31 13:53:47]
@ [Stari] Storage Group - "First Storage Group® [2004/01/31 13:53:47]
@ [Star] Datahase - "Mailbox Store MMIN20005VR)" [2004/01/31 13:53:47]
@ Backing up ‘E'\Program FilesiExchsrenmdbdatalpriv.edh’ .. [2004/01/31 13:53:47]
@ Backing up E Program Files\Exchsnimdbdataiprivi.stm' .. [2004/01/31 13:53:49) |
@ [End] Database [2004/01/31 13:53:51]
@ [Starl] Database - "Public Folder Store (WIN20005VR)" [2004/01/31 13:53.51]
@ Backing up ‘E\Program FilesiExchsreimdbdatalpubl edb’ [2004/01/31 13:53:51]
@ Backing up ‘E\Program Files\iExchsrerimdbdatalpub.stm’.. [2004/01/31 13:54:19]
6] [End] Database [2004101/31 13:54:33)
@ [Start] Backing up log files .. [2004/01/31 13:54.22]
@ Backing up EProgram FilesiExchsrrimdbdatslEOODO0B... [2004/01/31 13:54.23] j
Backup ﬂl
‘ Backing up ‘E\Program Files\ExchsnSG 2lacct.stim’ ... |Quuta ({Remaining § Total) 48.06G [ 40G |LastBackup. 2004-01-3110:42
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12.4 How to restore Windows System State

Please follow the instructions below to restore Windows System State from the SAFE™ Offsite Backup Server.

i Install SAFE™ OBM (if required)

Please refer to the [Installation] section for information on how to install SAFE™OBM onto your
computer.

ii. Restore the Windows System State Backup File (i.e. SystemState.bkf) from the backup server

iii. Use [NTBackup.exe] to restore your Windows System State to its backup time from the backup file
by following the instructions below:

a. Run [NTBackup.exe] from [Start] -> [Run]
b. Press the [Restore Wizard] button and then press the [Next] button

c. Press the [Import] button and use the [Browse] button to select the backup file
[SystemState.bkf] downloaded

d. Select the checkbox next to the description that matches your backup file
e. Press the [Next] button and then the [Finish] button

iv. Completed
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13 Backup/Restore Individual Mailbox for Microsoft Exchange

Server

Please refer to the SAFE™ Online Backup Suite Individual Mail for Exchange 2000/2003 Setup Guide for more
information.
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14 Backup/Restore MySQL Server

This chapter will describe in detail how to use SAFE™ OBM to backup your MySQL server and how you can restore
your MySQL server from the database backup files.

14.1 Requirements

SAFE™ OBM must be installed onto the computer running MySQL server.

Data from MySQL server will be backed up to a temporary directory before they are sent to SAFE™
Offsite Backup Server. Please make sure you have sufficient space on your computer to store
these data when you run the backup job.

There must be a MySQL account can be used to connect from localhost.
Add two new MySQL accounts for SAFE™Backup Manager

mysql> GRANT ALL PRIVILEGES ON *.* TO 'root'@'localhost’
-> IDENTIFIED BY ‘some_pass';

mysql> GRANT ALL PRIVILEGES ON *.* TO 'root'@'localhost.localdomain’
-> IDENTIFIED BY 'some_pass';

mysql> FLUSH PRIVILEGES;

They are superuser accounts with full privileges to do anything with a password of some_pass.

14.2 Overview

SAFE™ OBM will backup your MySQL server by taking the following steps:

Run all Pre-Commands of this backup set

All database(s) (either local or external) selected are backed up to a temporary directory specified
in its backup set

Run all Post-Commands of this backup set
Upload all backup files from the temporary directory to the SAFE™ Offsite Backup Server

Remove temporary files from the temporary directory if [Setting] -> [Temporary Directory for
storing backup files] is enabled
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14.3 How to backup MySQL server on Windows

Please follow the instructions below to backup your MySQL server using SAFE™ OBM:
i. Open SAFE™ OBM

Right click SAFE™ OBM icon available in the system tray and choose [Open]

Backup 4
Backup amd Logoff r
Backup and Festart L4
Backup and Shutdown  *

Help
Stop Bumming Backop F

Exit

[ 1446

ii. From the Menu, Choose [Backup Set] -> [New] -> [MySQL Backup Set]
Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [MySQL Backup Set]

=10l
Backup View
File Backup Set
Remove b Lotus Backup Set bt MISALEAckupSet1
Save MS Exchange Backup Set
MS SQL Server Backup Set
! ] ’ SQLBackupSet1
[T TEIComs T
- iREEEL rosoft SGL Server Backup
| Oracle Database Backup Set

([BIMSExck AL Serve
(31 BackupSet-7
£ (] MySOL BackupSet-1 LoginD: sa

@ Backup Source Pagsword: ©+

+ [ Backup Schedule

[ Command Line Taol Proparties

- L getling

“e B Encryption

Log Tahle (MSSQLBackupSat-1) &
Type | Log Time
Backup | Log
‘Weltnme 1o Online Backup Wanager! Quota (Remaining J Tolal): 49.9G J 506 |Last Backup: 2004-07-22 14:32
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b.

C.

d.

e.

f.

g.

Enter a name for your backup set

~Backup Set
Please type a name for this Backup Set,

MName: |MyS0LBackupSet-1

Type: MySQL Backup
MyS QL
User Name: |root

Password

Hostlocalhost

Fort [3308

Path to mysgldump

Change ‘

IC\mySq\\hm

= Previous Cancel

Enter the root password, the MySQL server TCP/IP port number and the path to MySQL

backup utility (mysqldump)

Select the database(s) to be backup

~Backup Source
Please select databases to he hacked up

= @ Wysay

menagerie
- mysal
Lo B test

Temporary directory for storing backup files
[cigackummyzaL Change

< Previous Cancel

Enter a temporary directory for storing the backup files before they are sent to the SAFE™
Offsite Backup Server, e.g. C:\Backup\MySQL

Set the backup schedule for Database Backup

~Backup Schedule
Please schedule the backup time

Add Remove | Properties |

= Previous : Cancel

Set the encryption algorithm, encryption mode and encrypting key for this backup set

Stafford Associates Computer Specialists, Inc.

Page 96 of 111



-
F — S - ™
@ . - ° g

A‘__/

" s

—— —

STAFFORD ASSOCIATES FILE ENSURE

SAFE™ - Stafford Associates File Ensure

User’s Guide

[ Encryption Setting

I~ Do MNOT use encryption

Algorithm: [AES -

Mode
7+ CBC (Cipher Block Chaining)

" ECB (Electranic CookBook)

Please setup the encryption setling of the Backup Set.

Encrypting Key: I’*”*’*

Confirm Encrypting Key. I”m

Cancel

(Hint: For maximum security, please select AES (Advanced Encryption Standard) Algorithm,
CBC (Cipher Block Chaining) mode and use an encrypting key with more than 8 characters.)

iii.  Run Backup

a.

b.

Select the backup set you want to run on the left panel and press the [Start Backup] button

)

Select [Off-site Backup Server] to start backing up your files to the SAFE™ Offsite Backup
Server and press the [OK] button

Backup to

i+ Offt-site Backup Server

¢ Local Hard Disk (Seed Load Utility)

Startthe backup for [MySQLBackupSet-1] *

Cancel |

You should get something similar to the screen shot below.

=1olx|
Backup Set Backup  View
>
) Backup Contraller @5 | [ Backup Set- MySQLBackupSet-1
3 User Profile BN
[Backu
F-[&] OracleBackupSet-1 [PEES
Lotus Motes MName: MySQLBackupSet-1
MSSQLBackupSat1 Type: MySQL Backup
[#] WSExchangeBackupSet-1 MysaL
User Name: root
kg Backup Source Password:,
(i@ Backup Schedule Host Iocalhost
[ command Line Tool ot 3308
5 Setting
" 8 Encryption Path to mysgldump
’VC\mysq\\mn
Log Table (MySGLBackupSet1) @
Type | Log | |
Start [2004/07/22 16:47:01) -
@ Start running pre-commands [2004/07/22 16:47.01]
@ Finizhed running pre-commands [2004/07/22 16:47.01]
@ Using Ternporary Directary - 'ClBackupibySQL1088760442718" [2004/07/22 16:47:01]
@ [Star] Backing up database 'ysgl'to mysgl.sgl [2004/07/22 16:47:01]
@ | End [2004/07/22 16:47:01]
@  Startrunning post-commands [2004/07/22 16:47:01] -
Backup | Log
[Finished running post-commands Quota (Remaining f Total): 49.9G/ 650G |Last Backup: 2004-07-22 14:32
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14.4 How to backup MySQL server on Linux (command line mode)

If you want to setup SAFE™ OBM to backup MySQL server running on Linux using command line mode, please do
the followings:

i Create a backup account on SAFE™ OBS

ii. Logon to the web interface of SAFE™ OBS using the backup account created in the previous step
(doesn’t matter if it is not from the Linux server running the MySQL server to be backed up)

iii. Create a new backup set by pressing the [Backup Set] -> [Add] button

iv. Select the [Backup Set] -> [Type] -> [MySQL Database Server] radio button and press the
[Update] button (which can be found at the bottom of the page)

V. Setup all [Backup Set] -> [Database Backup Setting]

Settings Descriptions

MySQL Username (e.g A MySQL user account that has backup access to the

root) databases to be backed up (e.g. root). Please refer to
the [Requirements] section for details

MySQL Password Password of the MySQL user account being used

Host IP address / Hostname of the MySQL Server

MySQL Connection TCP/IP port used to access the MySQL Server (default:

TCP/IP Port 3306)

Path to MySQL backup Full path to where mysqldump can be found (e.g.

utility (mysqldump) /usr/bin/mysqgldump)

Temporary Spooling A temporary directory to be used to store all MySQL

Directory database dump files before they are uploaded to the

backup server

Enable Delete Temp. File |Whether to delete the temporary MySQL database
dump files after they are uploaded to the backup server

vi. Setup the [Backup Set] -> [Backup Source] setting

> Add an “MySQL” entry to the [Backup Source] if you want to backup all databases under this
MySQL Server

> Add two entries, “MySQL/databasel” and “MySQL/database2”, to the [Backup Source] if you
want to backup both “databasel” and “database2” under this MySQL Server

(Please use “\” instead of “/” if the MySQL server to be backed up is running on Windows
instead of Linux)

vii. Setup the [Backup Set] -> [Backup Schedule] by pressing the [Add] link next the the “Backup
Schedule” sub-title

viii. Install SAFE™ OBM onto the Linux server running MySQL server (Please refer to the [2.1
Installation of SAFE™ OBM] section for details. The command line mode installation instructions are

available on the web interface)

ix. Completed

If you have started up the SAFE™ OBM backup scheduler in the previous step, selected databases
will be backed up automatically at scheduled time
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14.5 How to restore MySQL server

Please follow the instructions below to restore MySQL server from the SAFE™ Offsite Backup Server.

i Download the database backup files to be restored from the SAFE™ Offsite Backup Server

Please refer to the [5.3 Restoring file] section for information on how to download backup files
from SAFE™ Offsite Backup Server.

ii. Restore the database named [db_name] from the database backup file [db_name.sql]:

a. Connect to the MySQL server

(Windows) C:\> mysql
(Linux) [root@server ~]# mysql

b. Create the database to be restored
mysql> CREATE DATABASE IF NOT EXISTS db_name

c. Restore the database backup file back into the MySQL server

mysql> use db_name ;
mysql> source db_name.sql ;

If db_name.sql is not located in the current directory, please specify the full path to the
db_name.sql file in the command above.

iii. Repeat the same procedure for each database to be restored to the MySQL Server.

iv. Completed
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15 Email Reporting

SAFE™ Offsite Backup Server makes use of the email system to keep you informed with the status of your backup
activities. Please make sure your contact information within the backup system is correct to receive the reports

described in this chapter.

15.1 New User Report

When a new backup account is added to the backup server, a new user report will be delivered to the contact
email(s) of the new account. The New User Report contains the following information:

Sample Report
Welcome to Online Backup Services
Generated at: SatJun 21 09:32:36 HKT 2003
Getting started: UserSetting |
Login Marme T HewAccount
1. Login to our homepage Fassward spwd
Alias tMews Testing Account Mame
2 Fl]llu_ll.n\l the "User's Guide" to start using our backup Language :English
Senices Contact TUSENENOUr-COMPany.com

Further Information: Backup Quota oo

If further assistance is necessary, please refer to the FAQS Backup Server *backup your-company.com

section.
Key Description
Login Name Login name
Password Password
Alias Alias
Language Preferred Language for your backup report
Contact Email Address that will be used to contact you
Backup Quota Backup quota
Backup Server |Backup server
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15.2 Forgot Password Report

If you have forgotten your password, you can use the [Forgot Password] feature available on the web interface to
have your password delivered to you through email. (Please refer to “Retrieve Forgotten Password” section in the
next chapter for more information on how to retrieve your forgot password report.) The Forgot Password Report

contains the following information:

Sample Report
Request for forgotten password
Generated at: SatJun 21 09:47:14 HKT 2003
FAQs: User Setting |
1. Why are you receiving this report? Login Mame MeweAccount
YWhen a user visits the forgot password page and requests  Password tpwd
farthe lost password ofthis hackup account, all registered  Alias s Mew Testing Account Mame
contacts of this paricular account will receive a passward Language :English
reminder email. If none ofthe contact person has visited Contact S LS erEyOU- COMpar.com
the page above and you are receiving this email in errar,
please contact us.
2. What should you do after reading this email ?
Your current password is shown under the user setting.
You are suggested to change your password to a more
easily remembered password and delete this email to
avaid any third party gaining your passward.
Key Description
Login Name [Login name
Password Password
Alias Alias
Language Preferred Language for your backup report
Contact Email Address that will be used to contact you
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15.3 Backup Job Report

For each backup job you have run, a backup job report will be sent to you by email. This report contains a
summary for the backup job that was run and a full listing of all files being backed up by the backup job. The
backup summary report contains the following information:

Sample Backup Summary Report

Online Backup Job Report

Generated at: SatJun 21 10:00:05 HKT 2003

Backup Time  :21-Jun-2003 09587 - 21-Jun-2003 0957 Login Mame s MewAccaunt

Status : Backup finished successfully Alias tMew Testing Account Mame
Mew Files® 1 [9Kk] Language tEnalish

Updated Files*® 1 [49k] Contact LUSEIENOU-COMPany.com
Deleted Files* :1[4k]

Moved Files* 11 [3k]

*Lnit=Mo. of Files [Total Size] Backup Setting

Backup Source $CAky Docurmentt
Adfull listing of all hackup files is availahle in the attached file.

Backup Statistics

Backup Data Size® @ 7 [314k]
Retention Area Size* : 2 [13k]
Backup Quota L E0M
Remaining Quota HEER
*Unit= Mo, of Files [Total Size]

FAQs:

1. Wiy are you receiving this report?
You are receiving this report because you are registered
as one ofthe contacts ofthis Online Backup account and
this particular account has performed a backup joh
recently.

2. WWhat if you have exceeded your quota?
Ifyaur recycle hin size is naot empty, you can empty yaur
recycle bin to free up more space. Please contact us for
more information on how to increase your starage quota.

If further assistance is necessary, please refer to the FAQs

section.
Key Description
Backup Time The time when the backup job ran

Backup Status The overall status of the backup job. Normally, you should see “Backup
finished successfully” in this field. If you happen to get something else,

please consult the attached full report for more information.

New Files Total humber and size of backup files added to your backup set
Updated Files Total number and size of backup files updated in your backup set
Deleted Files Total nhumber and size of backup files deleted from your backup set
Moved Files Total number and size of backup files relocated in your backup set
Login Name Login name

Alias Alias

Language Preferred Language for your backup report

Contact Email Address that will be used to contact you

Backup Source

All files/directories that will be backed up

Backup Data Size

The total backup data stored in the data area

Retention Area Size

The total backup data stored in the retention area. Old copies of updated
or deleted backup files are retained in the retention area for the number of
days as specified by the retention policy of the backup set before they are
removed from the system.

Backup Quota

Backup Quota
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[Remaining Quota [Remaining Quota |

The full backup report, which contains a full listing of all files backed up by the backup job, is attached to the
backup job report email as a zip file. You need to unzip it before you can read the full report.

Sample Report

Fu II Backup Report Generated at: SatJun 21 10:00:05 HKT 2003

Backup Set ;| BackupSet-0 Mew files* 1 [9k bytes
Backup Job  |:| 2003-06-21 {09:58) Updated files* 1 [9k bytes
Backup Statuﬁl: Backup finished successfully Deleted files* 1[4k bytes
Backup Time Z003-06-21 09:57 - 2003-06-21 09:57 Moved files* 1 [3k bytes

* Unit = Murmnber of files [Total file size

Backup Logs

No Type Timestamp Backup Logs
1 Info 2003-06-21 09:57 Start running pre-commands
2 Info 2003-06-21 09:57 Finished running pre-commands
3 Infa 2003-06-21 09:57 Start running post-comrnands
4 Info 2003-06-21 09:57 Finished running post-cormmands
MNew Files &
No. Files Size* Last Modified
1 ChTesthlibyNew DANIEL.DOC ak 2003-06-21 09:57

Updated Files

No. Files Size* Last Modified

1 CihTesthib\DANIEL.DOC ak 2003-06-21 09:57

Deleted Files *compressed
No. Files Size* Last Modified
1 CiATesty/ib\DANIEL_A.BAK 4k 1996-11-29 15:45

Moved Files

1 C“,::I\I'I?:st\KINGl.BAK -= CihTest\ib\KINGL.BAK 3k 2003-06-05 12:35

Key Description

Backup Set The name of the backup set

Backup Job The name of the backup job (which is the start time of the backup job)

Backup Status The overall status of the backup job. Normally, you should see “Backup
finished successfully” in this field. If you happen to get something else,
please consult the attached full report for more information.

Backup Time The time when the backup job ran

Backup Log All messages logged when running this backup job

New Files Total number and size of backup files added to your backup set

Updated Files Total number and size of backup files updated in your backup set

Deleted Files Total number and size of backup files deleted from your backup set

Moved Files Total humber and size of backup files relocated in your backup set

New File List Full list of all backup files added to your backup set

Updated File List Full list of all backup files updated in your backup set

Deleted File List Full list of all backup files deleted from your backup set

Moved File List Full list of all backup files relocated in your backup set
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15.4 Setting Change Report

After you have updated your user profile or backup setting, a setting change report will be sent to you. This report
allows you to track record of the changes that have been made to your backup account.

Sample Report

Backup Setting Changes Report

Generated at: SatJun 21 11:00:00 HKT 2003

Why are you receiving this report ?

Login Mame s MewAccount
You are receiving this report since your personal or backup Alias PMesw Testing Account Marme
setting has been updated. Please confirm the infarmation Language :English
shown on the right is carrect. Please make sure your setting is Contact tUSErEYOUr-COMPany. com
not updated by someone on your contact list. Ifnone of them Backup Quota A

makes this changes, change your password, correct your
setting and see ifthis happens again. Ifthis happens again,

please contact us for further investigation.

Iffurther assistance is necessary, please referto the FAQSs
section.

Backup Set - Backupset-0

Saourceis) LGNy Documentt
Schedule(s) sMone

Filter tMone

Fetention Palicy :Keep deleted files for ¥ days
Transfar Size 1 256k hytas
Pre-Cammand(s) :Mane

Post-Command(s) :kone

Key Description

Login Name Login name

Alias Alias

Language Preferred Language for your backup reports
Contact Email Address that will be used to contact you

Backup Quota

Backup Quota

Backup Source(s)

All backup sources of the backup set

Backup Schedule(s)

All backup schedules of the backup set

Filter(s)

All backup filters of the backup set

Retention Policy

The retention policy of the backup set

Transfer Size

The transfer block size of the backup set

Pre-Command(s)

All Pre-Command(s) of the backup set

Post-Command(s)

All Post-Command(s) of the backup set
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15.5 Inactive User Reminder

You will receive an inactive user reminder in email if your account has been left inactive for the period of 7 days
(or the period specified by the system administrator). This is to remain you that you have not been running
backup for more 7 days. If you are a free trial user, your account will be removed from the system automatically if
the system can track no records of your backup activities in the next 30 days after receiving this report.

Sample Report
Inactive User Reminder
Generated at: SatJun 21 11:53:38 HKT 2003
Why are you receiving this report ? User Setting
Lagin Marme : Mewaccount
You are receiving this report because this backup accounthas  Alias *Mesy Testing Account Marme
heen inactive for 30 days. Ifthis account stavs inactive for Language tEnglish
another 30 days, this account will be removed from aur Contact TUSerEyOUr-COmpany.cam
system automatically without further notice. The fallowing is
the hackup activity of this account:
Last Login Time : 2003-06-21 10:18 AM
Last Backup Time : 2003-06-21 09:57 A
Iffurther assistance is necessary, please referto the FAQS
section.
Key Description
Login Name Login name
Alias Alias
Language Preferred Language for your backup reports
Contact Email Address that will be used to contact you
Backup Quota Backup Quota
Last Login Time The last time you logon to the backup system
Last Backup Time [The last time you ran a backup job
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16 Web Features

Other than the features of SAFE™ OBM described in the previous chapter, the web interface of SAFE™ Offsite
Backup Server provides you access to some additional features that are not available in SAFE™ OBM. This chapter
describes each of these features in details.

16.1 Install SAFE™ OBM

Before you can use SAFE™ OBM, you have to use the web interface of SAFE™ Offsite Backup Server to install
SAFE™ OBM onto your computer. Please refer to the installation section (Chapter 2) for information on how to
install SAFE™ OBM onto your computer.

16.2 Update User Profile

You can update your user profile by using the [Profile] panel available on the web interface. To change your profile,
just make any changes to your profit on the panel shown below and press the [Update] button.

Intermet Explorer =] e
Restare | Install Software FaQs | Help | Select Lanquage
Profile | Backup Set | File Explorer | Report | Statistics Logout
-
User Summary
Quota Crata Area™ Retention Area® ta Total Restore®
500M g6ik [ 3] 14M[1] 22M[4] 5.2M[5]
* Unit : Compressed Size [Total No. of Files]
User Profile [ demo ]
Alias : [Demanstration Account
Language =|English j
Timezone * | GMT+08:00 (HKT) |
Contact 1. Name [Demo Account [Remove]
Ernail |demo@y0ur—company.cum L
2. Name | [4dd]
Ernail |
Add-on Modules : Microsoft Exchange Server (Enable) , Microsoft SQL Server (Enable)
Cracle Database Server (Enable) , MySQL Database Server (Enable)
Lotus Dormino (Enable) , Lotus Motes (Enable) In-File Delta (Enable)
Update | Resetl _|
€ [ [ [ e Z
Key Description
Quota Backup Quota
Data Area Total number and size backup files stored in the data area
Retention Area Total number and size of backup files stored in the retention area
Total Upload Total number and size of backup files uploaded to the backup server

Total Restore

Total number and size of backup files restored from the backup server

Login Name

Login name

Display Name

Alias of your backup account

Language Preferred Language for your backup report
Time Zone Your Time zone
Contact Email Address that will be used to contact you
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16.3 Request Forgotten Password

If you have forgotten your password, you can retrieve it by simply entering your login name or your registered
email address on the [Password Request] form and press the [Request] button. Your password will be sent to your
registered email address automatically.

=101 ]
Install Software FagQs | Help | Select Language
Logon | Forgot Password ?

Password Request

-Easy to use
- Fully Autornated o
- Daily backup Email: I

- Save you time and
money
At a glance: How to retrieve your forgotten password?

- Backup your data

ggi;omatlcally BVEIY i, Enter either your "Login Narme" or "Email” in the
form above
- Aceess your data ii. Pressthe [ Request ] buttan
anywhere, anytlme_, i, You should receive your passward immediately
- Retain all backup files, via email
even those that have
been deleted
- Backup your data to
our secure data center
- Fire? Earthquake?
Twphoon? vour data is
always safe

Login Name: Idem0|

] ([ » 4

16.4 Delete/Undelete Backup Files

In addition to reviewing your backup activities from the email report and from SAFE™OBM, you can also review
any of your backup jobs by using the [Report] panel available on the web interface. To review a backup job, just
select the required backup job from the [Backup Set] and [Backup Job] drop down list.
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o]
Restore | Install Software FaQs | Help | Select Language
Profile | Backup Set | File Explorer | Report | Statistics Logout

) Home = FileBackupSet-1 » 2005-06-28 (22:17) = iy
" Show files after Job I2DD§-DE-2B (22:17) Vl " Show all files & Show Jobs Yiew
Delete I Restare I Undelete I
® File f Directory Size Last Modified Zipped [Ratio]
=
dell.img (deleted) 1.4M 2004-04-26 19,21 14M [2%]
Delete I Restare | Undelete I
Mote: 1, This shows all files / directories within a backup job of a backup set,
2. To restore files/directories, check the checkbox next to the files/directories and press the
[ Restore ] button,
3. To delete files/directories, check the checkbox next to the files/directories and press the
[ Delete ] button,
& [T ® Z

16.5 Review Backup Jobs

In addition to reviewing your backup activities from the email report and from SAFE™ OBM, you can also review
any of your backup jobs by using the [Report] panel available on the web interface. To review a backup job, just
select the required backup job from the [Backup Set] and [Backup Job] drop down list.

Restore | Install Software

Profile | Backup Set | File Explorer | Report | Statistics

=101
FAQs | Help | Select Lanquage
Logout

Job Status : Backup finished successfully
Backup Time : 2005/06/25 22:16 - 2005/06/28 22:17 (HKT)

More Information™
A Detsiled Report is

MNew Files* 0[0bytes]
Updated Files* 0[0bytes ]
Deleted Files* 1[1.4M bytes ]
Moved Files™* 0[0bytes ]

* Unit = Number of files [ Total file size ]

available.
User Account Statistics
Data Area g61k bytes
Retention Area 1.4M bytes
Total Upload 2.2M bytes

Backup Quota S00M bytes
Remaining Quota 497.8M bytes

[T 4
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Key

Description

Job Status

The overall status of the backup job. Normally, you should see “Backup
finished successfully” in this field. If you happen to get something else, please
click the [Detailed Report] images on the page.

Backup Time

The time when the backup job ran

New Files Total number and size of backup files added to your backup set
Updated Files Total number and size of backup files updated in your backup set
Deleted Files Total number and size of backup files deleted from your backup set
Moved Files Total number and size of backup files relocated in your backup set

Backup Data Size

The total backup data stored in the data area

Retention Area
Size

The total backup data stored in the retention area. Old copies of updated or
deleted backup files are retained in the retention area for the number of days
as specified by the retention policy of the backup set before they are removed
from the system.

Total Upload

Total number and size of backup files uploaded to the backup server

Backup Quota

Backup Quota

Remaining Quota

Remaining Quota

You can open the [Full Backup Report] to review all information logged by a backup job by clicking the [Detailed
Report] image on the [Report] panel.

Full Backup Report

Full Backup Report

Generated at: 5atJun 21 10:00:05 HKT 2003

Type
Info
Info
Info
Info

Backup Set : | BackupSet-0 Mew files® 1 [9k bytes
Backup Job Z003-06-21 (09:58) Updated files* 1 [9k bytes
Backup Status| : | Backup finished successfully Deleted files* 1 [4k bytes
Backup Tirme 2003-06-21 09:57 - 2003-06-21 09:57 Maoved filas* 1 [3k bytes

* Unit = Number of files [Total file size

Backup Logs

Timestamp

2003-06-21 0957
2003-06-21 0957
2003-06-21 0957
2003-06-21 0957

Backup Logs

Start running pre-commands
Finished running pre-cormmands
Start running post-commands
Finished running post-commands

Files

1 CihvTestulibiMew DANIEL.DOC

New Files

*compre
Last Modified
2003-06-21 0957

Size*
ok

Files

1 CiyTestylib\DANIEL.DOC

Updated Files
Size™*
ak

Last Modified
2003-06-21 0957

Deleted Files

Mo Files Size* Last Modified
1 C\TestyibhDANIEL_A B AK 4l 1996-11-29 15:45
Moved Files n
Mo Files Size* Last Modified
1 CH\TestiKINGL BAK -> CiTestyibKINGL.BAK 3k 2003-06-05 12:35
Parameter Description
Backup Set The name of the backup set
Backup Job The name of the backup job (which is the start time of the backup job)
Backup Status The overall status of the backup job.
Backup Time The time when the backup job ran
Backup Log All messages logged when running this backup job
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New Files Total number and size of backup files added to your backup set
Updated Files Total number and size of backup files updated in your backup set
Deleted Files Total number and size of backup files deleted from your backup set
Moved Files Total nhumber and size of backup files relocated in your backup set

New File List
Updated File List
Deleted File List
Moved File List

Full list of all backup files added to your backup set
Full list of all backup files updated in your backup set
Full list of all backup files deleted from your backup set
Full list of all backup files relocated in your backup set

16.6 Review Storage Statistics

You can review the amount of data you have stored on the backup server and uploaded to the backup server on
each day by opening the [Statistics] panel available on the web interface. To review your storage statistics for a
different month, just select the month you are after by selecting from the [Month] drop down list.

=10x]
Restore | Install Software Help | Select Languaage
Profile | Backup Set | File Explorer | Report | Statistics Logout
-
Storage Usage Summary Manth (YYYY MM); | 2005-06
Retention Area* Total Storage™
2005-06-01 816.5M [ 3076 ] g26.2M [ 3112 ]
2005-06-02 768.5M [ 3081 ] 778.2M [ 3111 ]
2005-06-03 768.5M [ 3081 ] 77E.2M [ 3111 ]
2005-06-04 768.5M [ 3084 ] 7E0.4M[ 3119 ]
2005-06-05 209,7M [ 1594 ] 1,006.5M [ 4616 ] 1,19G [ 6010 ]
2005-06-06 209.7M [ 1394 ] B66.3M [ 4518 ] 1.05G [ 5912 ]
2005-06-07 209,7M [ 15394 ] 868.3M [ 4515 ] 1,05G [ 5912 ]
2005-06-05 209.7M [ 1394 ] 868.3M [ 4518 ] 1.05G [ 5912 ]
2005-06-0%9 95.6M [ 1536 ] 1,000.2M [ 5289 ] 1.07G [ 6825 ]
2005-06-10 98.6M [ 1536 ] §75.2M [ 52585 ] 973.9M [ 6524 ]
2005-06-11 ag.6M [ 1536 ] 875.2M [ 5288 ] A73.9M [ 6824 ] b
2005-06-12 95.6M [ 1536 ] 675.2M [ 5288 ] 973.9M [ 6824 ]
2005-06-13 98.6M [ 1536 ] §75.2M [ 5255 ] 973.9M [ 6524 ]
2005-06-14 SE4AM [ 843 ] 917 7M [ 6041 ] A74M [ 6884 ]
2005-06-15 56.4M [ 843 ] 917.7M [ 6041 ] a74M [ 6884 ]
2005-06-16 56.4M [ 843 ] 917.7M [ 6041 ] 974M [ 6884 ]
2005-06-17 66.7M [ 1140 ] 918.2M [ 6066 ] 284,94 [ 7206 ]
2005-06-18 66.7M [ 1140 ] 916.2M [ 6066 ] 954.9M [ 7206 ]
2005-06-1%9 £6.7M [ 1140 ] 915.2M [ 6066 ] 984.9M [ 7206 ]
2005-06-20 £6.7M [ 1140 ] 918.2M [ 6066 ] 954.9M [ 7206 ]
2005-06-21 £6.5M [ 1075 ] 915.4M [ 6131 ] 984.9M [ 7206 ]
2005-06-22 66.5M [ 1075 ] 9184M [ 6131 ] 284,94 [ 7206 ] LI
€ [ [T @ 4

Key Description

Date The date the following statistics are collected

Data Area Total number and size of backup files stored in the data area on a particular
date

Retention Area |Total number and size of backup files stored in the retention area on a particular
date

Uploaded Size |Total number and size of backup files uploaded to the backup server on a
particular date
Total number and size of backup files stored under your backup account on a

particular date

Total Storage
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17 Further Information
17.1 FAQs

Please see if your question has already been answered in our FAQs available on our website.

17.2 Contact Us

For further information or technical support, please contact:

SAFE™ Technical Support Team

Email: support@staffordnet.com
Web: http://safe.staffordnet.com
Phone: 631-751-6620

Fax: 631-751-6895
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